EDGELANDDS

CITY GOVERNMENTS & OSS
VULNERABILITIES: STRENGTHENING
CITIES' CYBERSECURITY THROUGH
OSS SOLUTIONS
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This project focuses on cybersecurity
and maintenance vulnerabilities faced

by cities and municipal governments.

We have chosen to take Colombian
cities as a case study to highlight the
role of cities and municipal governments
in maintaining and supporting Open
Source Software (0SS) in this country.

It does so from the perspective of the
incentives and barriers to adopt and
maintain OSS, and the related challenges
to cybersecurity. We chose this country
based on past Edgelands work with
Colombian cities and because - to the

best of our knowledge - no comprehensive
study has been done in this country
regarding its cities' cybersecurity
vulnerabilities. We believe the findings and
methodology could be applied to other
middle-income / developing countries to
better craft OSS policies and enhance
cybersecurity readiness.

We focus on cities for two main reasons:
first, cities are at the forefront of crafting
and implementing digitization and smart
city policies that require safe, resilient
and cost-efficient digital infrastructure.

At the same time, cities generate and hold

a very large amount of highly valuable

data that makes them desirable targets for
cyberattacks. Second, Cities are the places
where the majority of people live. In general
(governance regimes change from country to
country, in some contexts it is the national
government responsible for this), cities are
responsible for providing essential services

as well as for building and maintaining critical
physical and digital infrastructure. The security
of municipal digital infrastructure and software
procurement lies at the center of these
governance challenges for cities.
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Using Colombia as a case study (a middle-in-
come, developing country, not particularly
known for its sound OSS ecosystem), we ana-
lyze the role that municipal governments and
other government entities play in adopting and
maintaining OSS and its implications on local
cybersecurity. With this project we focus on
what Kingsbury et al. calls the organizational di-
mension of OSS, defined as (not only) formal OSS
institutions, but also cross-cutting requlations, fi-
nancing, and governance) of 0SS).

We do so in order to develop an analytical
framework that best describes the incentives
and barriers faced by cities and public entities
in adopting and maintaining OSS and the
implications this has on cybersecurity. This in
turn contributes to focalize future research
and policy interventions in similar middle-
income, developing cities.

The data we collected through interviews,
policy document reviews and right to
information petitions helped us understand
the state of OSS in Colombian cities and public
entities. Building an overview of the OSS and
the extent of their use among municipalities
allows us to identify the cybersecurity threats
that cities are most vulnerable to. With this
information city officials are better able to

to plan and respond to threats and attacks.
This access to timely information that is
independently available allows for tailored
solutions thus increased readiness and more
robust systems.

We then go on to develop a cybersecurity/
OSS vulnerability index through a digital
tool where city officials are able to measure
threats to their infrastructure based on the
OSS programs being used.

IFounded in 2021, the Edgelands Institute is a multidisciplinary
pop-up organization dedicated to exploring how the urban social
contract around the digitization of security is being redefined in
cities around the worldThe pop-up nature of Edgelands is char-
acterized by two key aspects. First, it reflects the institute's limit-
ed lifespan. From the very beginning, Edgelands was designed to
be a temporary organization that would exist for only four to five
years. This pop-up concept - and the dynamic energy it brings -

is central to our work. We believe that a pop-up approach helps
break down barriers to accessibility and diversify the experiences
of those involved, addressing challenges often found in tradition-
al academic and policymaking circles. The temporary nature of
pop-ups generates excitement and raises awareness of the com-
plex issues we address in a relatively short period of time, while
bringing together a wide range of stakeholders through active
participation. Second, it refers to the way we work on cities and
engage with diverse communities and stakeholders to reflect on
issues at the intersection of security, digital technologies and the
urban social contract. Our "pop-up methodology" involves enter-
ing a city for a short period of time, typically about a year, during
which we host temporary, interactive events and installations.
These initiatives are designed to spark conversations, disseminate
information, and encourage collaboration around key themes.
After this period, we leave the city - but with the possibility of
returning later to revisit the discussions and reflect on the out-
comes that emerged from our initial engagement. As a pop-up,
we do not aim for a long-term process, but rather to engage the
public around issues that are often the province of experts. Our
approach is adaptable to the cultural and urban context of each
city, an important lesson we have learned. We have continuously
tested, adjusted and redesigned our spaces with the aim of cre-
ating an open dialogue.
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BACKGROUND (LITERATURE REVIEW)

Digital Infrastructure (like physical
infrastructure) is critical and requires
investments for maintenance. OSS is
understood as a system where the copyright
holder grants users the right to use, study,
change and distribute the software and its
source code to anyone for any purpose (UNDP,
2023). The World Bank defines OSS as software
that is readily available with its source code and
license, free of cost to anyone who wants to study,
change, modify, or distribute it. Historically, it has
usually been developed through collaboration or a
group or informal network of programmers, who
provide the entire source code to the end user
(World Bank, 2019 p. 9). Some commonly used
terms for OSS include:

a. Free and Open Source Software (FOSS)
- FOSS refers to software that is freely
available for users to copy, exchange,
share, and use.

b. Free/Libre Open Source Software (FLOSS)
- Similar to FOSS, FLOSS provides even
greater freedom to edit, modify, and
distribute the software in its original or
modified form without restrictions. FLOSS
highlights the importance of freedom,
encouraging users to modify and redistribute
the source code with few or no limitations.

In contrast, proprietary software, also known
as closed-source or commercial software, is
privately developed and typically requires

the purchase of a license, either as a one-
time fee or through recurring payments. The
source code of proprietary software is usually
hidden from users. The use, distribution, and
modification of this software are restricted

by the copyright holder—often the publisher,
vendor, or developer. Proprietary software
remains the property of its owner/creator
and is used by end users under predefined
conditions specified in a license. While the
source code of open-source software is freely
accessible, proprietary software is not.

Whatever its nature, software is essential
for developing and maintaining the

digital infrastructurel used by municipal
governments, which includes the necessary
operative infrastructure, services offered to
citizens and not least important collecting,
managing and storing data.

OSS has many advantages and disadvantages.
Amongst others, its complex nature as a
“‘common good”. There are incentives and
benefits for its use and “consumption”, but not
for its use and investment in maintenance.

It is a good that is widely susceptible to
vulnerabilities. According to (Sharma 2023)
this relies on something called "tragedy of the
commons" or more precisely “tragedy of digital
commons". This kind of tragedy is related to an
excess use of a freely available resource with
no commitment to their evolution or security
from the technical aspect, being in a role of
irresponsible consumer or free rider.
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(Wachs et al. 2022) overview of the essential
role of software in today's highly services-
oriented economy, communications, etc,

is widely recognized. Not only is software
necessary to keep firms, computers, cars
running, the development and licensing

of software is in itself a major economic,
globalized sector, facilitated by the seamless
sharing and distribution of its end products
through the web. Hoffman (2024) in turn
discusses how if software is an ubiquitous
building block of digital infrastructure, 0SS

is even more so. OSS - defined as software
whose source code is publicly available for
inspection, use, and modification and created in
a decentralized manner and distributed for free
(Hoffman et al. 2024 ) is present in as much as
96% of codebases (Synopsys 2024). Moreover,
OSS forms the backbone of nearly all aspects
of technology: nearly 97% of applications rely
on open-source code, with 90% of businesses
integrating it into their operations.

Deploying and maintaining open-source

in government requires new skill sets

and sustainable business plans for the
maintenance of systems. It also requires
engagement with open-source communities
and local ecosystems due to the decentralized

and voluntary nature of OSS projects and
contributions. Governments have historically
been hesitant to adopt OSS (Cassell, 2008)
due to capacity/human resource constraints,
knowledge gaps, uncertainties regarding
costs, and the absence of robust local and
global ecosystems, support structures, and
communities for ensuring long-term support,
security, maintenance, and sustainability.

(Hoffman et al.,2024) proposes that
calculating the value of OSS is inherently
difficult to assess given the “non-pecuniary”
(free) nature of OSS and the lack of
centralized tracking for its uses. In their
research, they estimate “supply-side value

of widely-used OSS is $4.15 billion, but that
the demand-side value is much larger at $8.8
trillion and that firms would need to spend 3.5
times more on software than they currently
do if OSS did not exist" (Hoffman et al, 2024).

Similarly, another indicator which illustrates
the cost side of software for organizations is
the percentage of municipal expenditure on
software and maintaining digital infrastructure:
a 2015 report on the use of technology

by British municipalities (Copeland, 2015)
estimates that 6% of their budget is spent on
procuring and maintaining digital infrastructure

and proprietary software. The report goes on
to recommend local governments to “Phasing
out costly bespoke IT systems. Rather than each
LA independently designing or commissioning its
own apps and online services (such as paying
for council tax or reporting noisy neighbours), an
‘app store’ should be created where individuals,
businesses or other organisations can bid to
provide them. The services created could then

be used by dozens - or even hundreds - of local
administrations, creating economies of scale that
bring down prices for all” (Copeland,2015).

Given the high costs of proprietary software
on one side, the value-generating potential
of OSS and its advantages on cybersecurity
begs the question: why is OSS not more
widely used, especially in resource-strapped
municipalities? On this, the literature on

the barriers, disincentives and drivers of
OSS adoption in cities has pointed that
governments see OSS solutions as a form
and driver of innovation. Thus, if OSS is to
be widely adopted or seen as a reliable
alternative to the cybersecurity risks faced
by municipal governments, support for OSS
solutions should be, at least in part, a top-
down initiative from city officials in decision-
making positions.
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In his paper, Cassell highlights that the
understanding of Free and Open Source
Software (FOSS) in the public sector is limited,
with most research focusing on legal aspects
such as licensing and its perceived benefits.
Less has been researched on aspects of
adoption and implementation. His research
finds that the main reason why FOSS is
attractive for the public sector is due to its
cost savings; but reliability, customizability,
security, and freedom from proprietary
lock-in were also important incentives for
adopting FOSS. Moreover, Cassell (2008)
argued that the main reason why cities
innovate through e-government strategies
is to maintain autonomy of their Digital
Infrastructure from vendor lock-ins.
Secondary incentives included increasing the
efficiency and effectiveness of government.

In his study of cities adopting FOSS he

found they were motivated by a desire for
independence from monopolistic private actors
(tech companies), echoing historical efforts

by cities to maintain control over essential
services (such as utilities, transport). This
aligns with literature on state capacity: when
threatened by internal or external actors,

states protect themselves by increasing their
capacity to act. He finds that the primary factor
driving innovation was a desire to maintain

the capacity in order to resist potential future
threats, suggesting future research into public
sector innovation and FOSS.

These findings still hold true in the present:
The European Commission's "OSS Strategy
2020-2023" cites digital autonomy as the
main argument to pursue OSS solutions: “Open
source impacts the digital autonomy of Europe.
Against the hyper-scalers in the cloud, it is likely
that open source can give Europe a chance to
Create and maintain its own, independent digital
approach and stay in control of its processes,
its information and its technology” (European
Commission, 2020 #5).

Open-source solutions are poised to gain
significant traction among policymakers in
developing countries, where software markets
are less developed and concerns about vendor
dependence are prominent. In such contexts,
there is a heightened need for public sector
preparedness and investments in DI.
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THE ROLE OF SOFTWARE IN MUNICIPAL GOVERNMENT

Software and DI are the building blocks of the
many services a city should offer its residents:
traffic solutions, utilities, housing, health
services. These softwares plan an essential
role in building applications, developing digital
products and analyzing data, among other
elements of smart cities and digitization
strategies. Digital infrastructure is conceived of
as the hardware, software, and organizational
and institutional settings for transferring (e.g,
networks/transmission), storing (e.g, cloud data
storages), accessing (retrieving as machine-
readable), processing and/or using digital data
(done by using algorithms and depending on
computational power; Henfridsson & Bygstad,
2013; Scholz et al, 2018). Yet, the technical
and organizational layer “allows multiple
stakeholders to orchestrate their service and
content needs” (Constantinides, Henfridsson,
& Parker, 2018, p. 381). Thus, the “good is

not the infrastructure system itself, but the
functionalities that it affords” (Constantinides
& Barrett, 2015, p. 42). At the same time,
municipal governments require software
solutions and services for their functioning

and operation. Therefore, investments in
development and maintenance of software
and DI are necessary for city government
operations and as important as other kinds

of infrastructure. Cities are then faced with
choosing between proprietary software or
OSS. Understanding the barriers and incentives
for choosing either can begin to shed light on
the structural barriers that limit widespread
adoption of OSS, the role of cities in the wider
OSS ecosystem and the issue of cybersecurity
(Sharma, Matczun).

The literature on public sector adoption of OSS
suggests different drivers and motives that
make a public institution to implement OSS
systems. Lostri and Wood, (2023), from the
Center for Strategic and International Studies
of over 600 policy instruments related to OSS
promotion in countries around the world found
that the “main reason (43% of the reviewed
sample) why governments sought to promote
OSS was modernization(..) including efforts at
digitization, e-government, interoperability, and
training to increase awareness and capacity.
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Moreover, the survey identified “the use of

OSS by the government as a way to help
increase transparency on how funds are used
by the government and how procurement

is secured. Especially in South America, the
links between OSS and sovereignty are
strong. Governments perceive OSS as a

way to achieve technology sovereignty and
autonomy- they seek to avoid dependency on
foreign technology” (Lostri & Lewis, 2023).

The advantages of using OSS have not gone
unnoticed in the public sector. Perhaps one of
the most well-known users of OSS in the public
sector is the municipality of Munich. It started a
plan to migrate to OSS in 2003 with the aim to
finish the migration of all of its 12.000 worksta-
tions by the end of 2012. The cost of its migra-
tion project is € 11,7 million, while an upgrade
to a comparable environment based on Micro-
soft Windows and Office would have required €
15,52 million, excluding costs of € 2,8 million for
license fees for upgrades recurring every 3 to 4
years for a Microsoft infrastructure. The French
national police force decided to migrate to OSS
in 2004. This enabled the organization, which
had 90.000 workstations in 2004, to save over
€50 million on software licenses, hardware and
maintenance since the migration was started.

Yet, beyond financial cost considerations, gov-
ernments are driven to pursue other objec-
tives when implementing OSS systems. (Lostri
and Wood, 2023) review of OSS policies found
that modernisation and support for industry
were top stated objectives in said policies. In
that same study, cybersecurity and sovereignty
(independence from vendor lock-in) were also
widely mentioned as objectives in OSS poli-
cies. The literature then points out that mu-
nicipalities have the incentives and knowledge
of the trade-offs involved in using OSS. One
aspect that requires better understanding is
the organizational aspect of OSS. Here we be-
lieve municipal governments hold more sway:
through DI policy and cybersecurity protocols,
procurement processes and support for OSS
projects, they could harness the benefits of
OSS in improving cybersecurity.

Developing and sustaining open source

software (OSS) depends on a combination of
technical aspects (such as the engineering

and maintenance of open source code), social
elements (including the communities that form
around specific OSS projects), and organizational
dimension (such as formal OSS institutions,
along with overarching regulations, funding, and

governance). As a result, legal and governance
frameworks play a crucial role in shaping the
development and maintenance of the digital
infrastructure of open source software.

Whilst a large part of the literature deals with
the technical and social dimensions of OSS,

we find that less has been explored about the
organizational dimension of OSS. Except for the
considerable literature on cyber security issues
related to digital infrastructure in cities, the
focus has not been on exploring and proposing
institutional arrangements whereby cities can
develop, support and adopt OSS solutions, by
for example financing developers communities.

A standout example is the City of Amsterdam,
which is both a user and contributor to OSS,
and in many ways a model for how a city
should approach OSS. This case underscores
the potential for cities to not only adopt but
actively contribute to OSS initiatives. The city
started a plan to migrate to OSS in 2003,
with the aim to conclude the migration of

all 12.000 workstations by the end of 2012.
Open source software (OSS) adoption has
gained significant traction in the Netherlands
over the past two decades.
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A comprehensive policy landscape has
emerged, complemented by concrete
implementation efforts across national and
local government bodies.

At the national level, the Ministry of Interior
and Kingdom Relations (BZK) has emerged
as a key driver, establishing an Open

Source Program Office (OSPO) to steer the
government's open source agenda. Major
policies like the Open Government Act and

a proposed revision to the Competition

Act mandate transparency and facilitate
OSS adoption. The government has also
conducted extensive studies exploring the
costs, benefits and legal aspects of releasing
OSS. (Thévenet et al,,2023) Overarching
strategies like the Digital Government
Agenda (2018) and NL DIGITAAL (2019)
have provided strategic impetus for OSS use
across public administration. Implementation
is further supported by the public software
procurement playbook and the establishment
of the Standardisation Forum which
mandates open standards.

Numerous public entities have embarked on
pioneering OSS initiatives. Amsterdam has
developed a comprehensive open source
policy complemented by an algorithm
register. Educational initiatives like OMOOC
(2022) aim to build OSS capabilities. Key
agencies like Logius and Kadaster have
shared code repositories.

Local governments have been equally proactive
with Amsterdam, Rotterdam, and Groningen
transitioning to open source office software and
developing digital participation platforms lever-
aging OSS. Innovative projects harnessing 0SS
span diverse domains like land mapping, foren-
sics, policing, and open data exchange (Logius,
2019). A vibrant ecosystem of strategic play-
ers like the OSPO Knowledge Network, Code
for NL, industry associations and foundations
actively promote OSS adoption and community
building across the Netherlands.

)

Barcelona’s case is another interesting fact
of how public entities are adopting 0SS
infrastructure (Ajuntament de Barcelona,2017).
The city established a comprehensive "Open
Digitization Policy" through the Government
Measure for Open Digitization: Free Software
and Agile Service Development in Public
Administration in October 2017. This policy
is reinforced by guiding documents outlining
a code of technological practices, guidelines
on technological sovereignty, and public
procurement guidelines for information and
communication technologies (ICT).

A key aspect of Barcelona's approach is the
development of detailed guidelines tailored for
the Municipal Computing Institute (IMI) staff to
effectively leverage OSS solutions. These guide-
lines, anchored in the principles of the 2017
policy measure, aim to maximize the benefits
of OSS while mitigating potential risks. The pri-
mary advantages identified include maintain-
ing technological sovereignty and control over
the city's computing systems and citizen data,
promoting local software industries, increasing
transparency, avoiding vendor lock-in, and en-
abling cost savings through shared resources
and elimination of license fees.
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Notably, the guidelines codify established best
practices that have emerged from success-

ful OSS projects, spanning technical, legal, and
project management aspects. These practices
are geared towards enabling diverse participa-
tion, maintaining product quality, and may differ
from traditional software development method-
ologies. By adapting these practices as recom-
mendations, the guidelines facilitate IMI's learn-
ing process and decision-making framework
when working on OSS projects.

The guidelines draw extensively from authori-
tative resources such as Karl Fogel's paper on
"Producing Open Source Software" (2017) and
the European Commission's "Guideline on Pub-
lic Procurement of Open Source Software". This
approach aligns Barcelona's efforts with estab-
lished best practices and legal considerations
in OSS adoption within public administration.
Overall, the literature highlights Barcelona's
holistic strategy towards mainstreaming OSS
across the city's digital services and govern-
ance. This is achieved through a multi-pronged
approach encompassing comprehensive poli-
cies, procedural guidelines rooted in communi-
ty best practices, strategic collaborations with
local industry, and capacity building within the
public workforce.

CYBERSECURITY CONSIDERATIONS FOR AND IN CITIES

Cybersecurity vulnerabilities are a top priority
for municipal tech officers. Since cities produce
and store large amounts of valuable data, they
are under the constant threat of cyberattacks.
In the United States, “nearly half of local gov-
ernments in a 2016 survey reported being un-
der attack either hourly or daily” (Norris, et. al,
2023). Faced with these constant attacks, city
governments must evaluate what types of soft-
ware are best equipped against these threats
and vulnerabilities. OSS offers, in theory, a high
level of protection and resilience against cy-
bersecurity concerns. This is what scholars and
practitioners deem the thousand eyes principle:
the idea that with enough people inspecting
open source code, vulnerabilities will be dis-
covered and corrected faster (Sharma 2022).
However, in practice, vulnerabilities to cyberat-
tacks are both a deterrent and incentive to opt
for OSS solutions. Moreover, this thousand eyes
principle can be hard to scale for larger, more
complex projects or for large organizations
such as municipal governments who often re-
guire prompt, constant customer service, solu-
tions and fast reaction to cyberattacks.

The ubiquity of open-source software

across nearly every economic sector and

its widespread use in critical infrastructure
necessitates efforts to enhance its security.
Challenges in securing open-source software
include its often volunteer-driven and
decentralized development model, difficulty
identifying all open-source components,

and the prevalence of memory-unsafe
programming languages.

In 2023, the Biden-Harris Administration made
several key initiatives through the Open-
Source Software Security Initiative (OS3l)
(White House, 2024) to improve open-source
software security. First, the OS3I worked

to unify the federal government's position

and coordinate efforts on this issue across
agencies. The Cybersecurity and Infrastructure
Security Agency (CISA) released an Open
Source Software Security Roadmap outlining
a strategic approach for the government's
secure use of open-source software and
securing the broader ecosystem.
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To encourage investment, the National Science
Foundation issued a call for proposals on
securing open-source software. Additionally,
federal agencies engaged the open-source
community through a Request for Information
to gather input on focus areas like securing
open-source foundations, sustaining
communities, incentives, research and
development, and international collaboration.

The widespread presence and transformative
potential of open source software has been
widely recognized, leading governments

and organizations globally to adopt open
source policies and strategies. The European
Commission aimed to leverage this innovative
and collaborative power through its 2020-
2023 Open Source Software Strategy
(European commision,2020). The strategy
aligned with and supported several
overarching EU policies and initiatives.
These included the President's call for
achieving technological sovereignty in
critical areas, the European Interoperability
Framework's push for open source usage
and contributions, the Commission's digital

strategy for transformation, the Digital
Europe programme, the EU data strategy and
the Tallinn Declaration on leveraging open
source in e-government.

Key goals outlined were progress towards
digital autonomy by reducing vendor lock-
in, implementing the digital strategy through
open collaboration, sharing knowledge as a
public good, contributing to the open source
ecosystem and building world-class digital
public services. The governing principles
centered around prioritizing open source
when feasible, transforming to an open source
working culture, sharing code, contributing
back to communities, ensuring security and
promoting open standards.




EMERGING ISSUES IN OSS AND CITY GOVERNMENT

The literature on open-source software (0SS)
adoption in government highlights diverse
motivations, challenges, and opportunities,
ranging from cost-saving to enhancing
transparency, security, and digital sovereignty.
Across different contexts, researchers have
emphasized both strategic benefits and
operational difficulties in adopting OSS within
public sector organizations.

Similarly, Cassell (2020) finds that cities
like Munich and Vienna adopted OSS to
reduce reliance on proprietary vendors and
increase transparency.

and insufficient maintenance, leaving
governments vulnerable to cyberattacks.
Mateczun'’s research further highlights the
underpreparedness of local governments in
terms of cybersecurity, despite being frequent
targets of attacks. This calls for greater
investment in cybersecurity infrastructure
and intergovernmental cooperation.
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o CHALLENGES IN RISK MANAGEMENT
AND IMPLEMENTATION
While the benefits of OSS are clear, multiple

From the literature, we can extrapolate at
least four emerging issues that inform our
assumptions and framework as we dove into
our interviews and data collection:

o STRATEGIC AND ECONOMICDRIVERS

Several studies emphasize the cost-
efficiency and strategic flexibility that OSS
offers to government bodies. For instance,
Shaikh and Cornford (2012) point out that
OSS adoption is not just a matter of saving
money but also fostering innovation and
greater control over software customization
to meet specific governmental needs.

authors also underline the challenges in risk
management and operationalization. 0SS
adoption often demands new organizational
structures and processes, and many public
sector entities struggle with this transition.
Shaikh (2012) and Lostri highlight the

need for stronger policy frameworks and
institutional support to overcome technical
challenges and security risks.

CYBERSECURITY VULNERABILITIES The
issue of cybersecurity is a critical concern,
as pointed out by Sharma (2022) and
Mateczun. The "tragedy of the digital
commons," described by Sharma, explains
that OSS suffers from underfunding

GOVERNMENT’S ROLE AND

DIGITAL SOVEREIGNTY

A recurring theme is the government’s role
in promoting OSS for broader public sector
benefits. Lostri and Wood focus on national
policies that support OSS to increase digital
sovereignty, encourage interoperability, and
strengthen local technology ecosystems
they advocate for the creation of open-
source program offices (OSPOs) and shared
knowledge frameworks to standardize OSS
use across government agencies.
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The literature underscores a complex and multi-
faceted landscape for OSS adoption in the
public sector. While the potential for innovation,
cost-saving, and enhanced sovereignty is clear,
significant challenges remain, particularly

in terms of managing cybersecurity risks,
organizational change, and ensuring

sustained support for open-source initiatives.
Governments at all levels must carefully
balance these factors to maximize the benefits
of OSS while addressing its inherent challenges.
Now, our project applies this framework into
understanding how organizations and cities
with budgetary constraints and cybersecurity
vulnerabilities can address some of those
analytical categories. In other words, how can

a city's institutional and operational capacity

be strengthened in order to integrate OSS into
their digital infrastructure.

Using Colombian cities as a test case to

apply this framework, we aim to understand
the status of OSS usage, particularly in city
governments. A diagnosis such as this can lead
to identifying the barriers to more widespread
use of OSS and verify if the cybersecurity is in
fact the main deterrent to cities preferring OSS.
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METHODS

Our data collection involved conducting a
series of semi-structured interviews with

IT technicians and city officials responsible

for overseeing cybersecurity. In addition, we
filed over 12 formal information requests

with the Secretariat of IT for major cities
across the country. Written questionnaires
were distributed as part of these requests,
and we received responses from all the cities
approached. These official requests, made under
the citizens' right to access public information,
ensured formal, legally enforceable responses
from the relevant authorities.

First, we ran a metadata scraping tool on

the infrastructure hosting the websites of

209 public institutions, including municipal
governments. The database is publicly available
in the Colombian government open data
repository. We managed to scrape data from
169 sites related to web hosting and software
use. In a second data gathering stage we looked
at the Information Technology Strategic Plan

(PETI for its spanish acronym) documents. In
Colombia every municipality and public entity
is required to draft and implement a PETI.
These documents contain an overview of the
different IT tools, protocols, practices and in
general all IT solutions and architectures used
by each entity. The objective of the PETIs is
to establish a clear roadmap and investment
plans for all of the digital infrastructure
requirements of each entity (of each city in
this case). The majority contain an overview
of all the software and hardware required,
procurement plans, internal and external host
services and plans to develop products or
projects within the city's IT ecosystem.

As such, this policy document provided us with
valuable input to determine what type and to

what extent are colombian cities using OSS in
their digital infrastructure.

These policy documents are publicly available
and could be easily accessed. We collected

over 57 (28 out of 32 for state governments
and 29 out 32 for state capital cities) PETIS.
Once collected, we run the documents
through a document scanner to code for key
words, including terms such as OSS, python,
0ss software, etc (see figures in discussion
session). After scanning the documents, and
in combination with coding the interviews
and written responses we identified a set of
emerging issues to build an analytical framework
under which to understand the barriers
hindering more widespread adoption of OSS.
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DISCUSSION AND RESULTS

Colombian tech and software policy is
centered on the principle of tech neutrality,
whereby "organizations are free to choose the
most appropriate technology suited to their
needs and requirements for development,
acquisition, use, or commercialization, without
dependencies on implicit knowledge such as
information or data. "In a written response, a
Ministry official explained that tech neutrality
“ensures autonomy in the decision making of
public entities and municipal governments to
adopt and use any kind of software required and
to build their digital infrastructure” Even when
the central government sets some guidelines
and recommendations, no overarching national
legal framework exists and so cities and local
governments are left to decide their own
software solutions. This situation creates a
patchwork of tech policy governance that
pose a series of challenges to cities, not least
of those cybersecurity issues that leave
municipal digital infrastructure underfunded
and vulnerable.

At the central, national level, Colombian efforts
to foster and implement OSS solutions are
relatively new with the Ministry of Information
Technologies (MINTICS) officials, Colombia
launching a national OSS initiative in 2017.
From our interviews and processing of written
responses, a series of recurring themes

about the barriers to OSS in public digital
infrastructure emerged: knowledge gaps,
expert human capital, resistance to change,
and lack of technical support in cybersecurity
issues. Despite these barriers, institutions and
IT offices recognize the advantages of open-
source software for diverse reasons and as
included in their PETI documents. Yet from the

data we are able to deduct a different narrative.

We manage to map and build a picture of

the landscape of OSS usage in Colombian
public institutions. In doing so we are able to
understand the extent of OSS penetration in
Colombia and point to specific policy objectives
that address the barriers to OSS finding a
stronger foothold in Colombia. We hypothesise

that cybersecurity and the private vendor
solutions offered by proprietary software are

a major hindrance to OSS adoption. In that
sense we propose and develop a cybersecurity
vulnerability scanner that would allow cities in
real time to address cyber vulnerabilities thus
strengthening city governments in addressing
a general concern when adopting OSS in their
digital infrastructures.




i
Ll
=
v
i
v
o
-
O
—
g
o.
—
o

LANDSCAPE OF OSSIN
COLOMBIA

We sampled 169 cities in Colombia using
open databases to determine the number
and the type of hosting service (0SS

or proprietary). Results revealed that a
significant majority, approximately 75%,
of these cities' websites are hosted on
proprietary license servers. Conversely,
approximately 25% of the remaining cities
opted for open-source server solutions.
Notably, within this subset, nginx emerged
as the predominant choice, constituting
16% of the total (Figure 1).

0.592%

[l MICROSOFT

B NGINX

! APACHE
LITESPEED
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Figure 1

On the other hand, an analysis of the geographic dis-
tribution of server licenses among Colombian cities,

as depicted in the provided map (Figure 2), reveals an
absence of discernible patterns. Notably, certain major
urban centers such as Bogotd and Cali, characterized
by substantial financial resources, exhibit a preference
for open-source server solutions. Conversely, smaller
municipalities such as Puerto Carrefio or Paipa, operat-
ing within comparatively constrained budgetary frame-
works, tend to rely on proprietary server licenses.
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Figure 2. Geographic distribution of servers depending on the license type.
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It is important to note that data was
successfully obtained from 23 out of the

32 Colombian capital cities, representing a
coverage of 72%. Among these capital cities,
approximately 48% (11 out of 23) have opted
for open-source servers. In contrast, non-capital
cities, totaling 146 in our dataset, demonstrate
a markedly lower adoption rate, with only 21%
utilizing open-source servers (Figure 3).

140
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CAPITALCITY

Our comparative analysis of server licenses
across Colombian cities, based on Information
Technology Strategic Plans (eg.PETIs in
spanish), open data initiatives, and responses
to information requests, shows that the
choice between open-source and proprietary
software is not solely a citywide decision.
Instead, it often hinges on decisions made by
municipal authorities or by private contractors

NON CAPITAL CITY

involved in IT management. This variation
suggests that software selection aligns with
specific objectives outlined in municipal
PETIs or contractors' practices, rather than a
standardized approach across cities.

SERVER LICENSE
1 OPENSOURCE
[l PROPIETARY

CITYTYPE

Figure 3. Preferences of license type in function of city Category.
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COLOMBIAN STRATEGIC
INFORMATION AND
TECHNOLOGY PLAN (PETI)

As mentioned, every Colombian public entity is
mandated to develop a Strategic Information
and Technology Plan. This plan is essential for
establishing the primary standards of their
technological infrastructure, thereby promoting
the adoption of technology and advancing

best practices in information technology (IT).
Although open source solutions are frequently
included in these plans, they are often not
explicitly mentioned in the official documents.

The implementation of a Strategic
Information and Technology Plan ensures
that public entities can systematically
address their technological needs and
challenges. By setting clear standards and
guidelines, these plans help to create a
cohesive and interoperable IT environment
across various government sectors.

This not only improves operational efficiency
but also enhances the quality of public
services provided to citizens. Furthermore,

a well-structured plan facilitates better
resource allocation, ensuring that
technological investments are made
strategically and yield maximum benefits. The
inclusion of open source technologies, albeit
often implicitly, plays a significant role in
this context, offering scalable and adaptable
solutions that can be customized to meet
specific needs while fostering community
engagement and innovation.

In addition to establishing standards and
promoting best practices, these plans play a
crucial role in fostering innovation within the
public sector. They encourage the exploration
and adoption of new technologies, enabling
public entities to stay abreast of global
advancements in IT. This proactive approach to
technology management helps to drive digital
transformation, making government operations
more transparent, responsive, and effective.

By leveraging open source technologies, even
when not explicitly documented, Colombian
public entities can benefit from a global pool of
knowledge and resources, accelerating the pace

of technological advancement and ensuring
sustainable growth. Ultimately, the strategic
integration of information and technology,
supported by open source solutions within public
entities, support Colombia’s broader goals of
modernization and economic development.

We conducted an analysis and found that 28 out
of 32 state government IT departments and 27
out of 32 capital city IT departments had pub-
lished a PETI document (Strategic Information
and Technology Plans). Our study revealed that
at least 47% of the state government PETIs and
56% of the capital city government PETIs in-
cluded terminology related to OSS (Open Source
Software) tools or open source expressions.
However, it was observed that these documents
do not explicitly acknowledge the significance of
open source software for their operations and
strategic objectives.
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Terms such as caddigo abierto, software libre, GNU,
GPL, and open source are the most frequently
occurring OSS-related keywords identified in
these plans. The following graphics illustrate
the frequency of these terms in each analyzed
PETI for both state governments and capital
city governments. (Figures 4 and 5)

In terms of software tools, words such as Linux,
Ubuntu, MySQL, and PHP emerged prominently
across numerous cities and state governments.
Surprisingly, smaller cities demonstrated a
robust adoption of open source tools, rivaling
larger urban centers like Bogota.
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Figure 4. Oss related key-words for state governments

Figure 5. Oss related key-words for capital cities governments
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Figure 7. Smaller cities like Bucaramanga demonstrates wide usage of open Source tools

We developed a visualization tool encompassing all these PETIs,
accessible at the following link: https:/petianalisis.onrender.com
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REQUEST OF INFORMATION

OSS strategy exists inside the organization.
Requests for information petitions were submitted to
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the local authorities of 11 selected cities. The requests Organization is fostering an OSS community in their geographic area?.
sought detailed responses regarding their adoption
of 0SS, the extent of its integration into their digital Kind of licenses (OSS/proprietary) used inside Digital Infrastructure.

infrastructure, and handling of cybersecurity incidents.
Entities are contributing to an OSS repo?.

Request for information petition (derecho de peticion IT Ministry OSS initiative awareness.

in Spanish) is a constitutional right allowing citizens to

request information, seek clarification, or make formal Awareness of open source software running inside proprietary software.
inquiries to public authorities or private entities that

provide public services. Table 1. Open source Usage related topics

On tables 1 and 2 are the key topics explored within

each area. CYBERSECURITY ISSUES

After compiling responses from formal information Digital infrastructure is hosted internally or is hosted through third party vendors.

petition requests sent to city authorities, a quadrant-

based plot (Figure 8) was developed to visually

represent the relationship between open-source

software (OSS) usage and the occurrence of

cybersecurity issues across various cities. Each point

in the plot corresponds to a specific city, classified into Table 2. Cyber security issties
one of four quadrants based on its characteristics.

Public entities experienced cyber attacks?.

Public entities have a cybersecurity protocol.
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= TOP RIGHT QUADRANT:

This area represents cities with extensive open-source
software usage and no significant cybersecurity issues.
These cities are considered to be effectively utilizing OSS
while maintaining appropriate cybersecurity measures.

= BOTTOM LEFT QUADRANT:

This region reflects cities that may be experiencing
cybersecurity issues and demonstrate limited adoption
of open-source technologies. In many cases, these
cities may also lack well-established security protocols,
increasing their susceptibility to cyber threats.

= BOTTOM RIGHT QUADRANT:

Cities in this quadrant would typically exhibit high open-
source software usage but face ongoing cybersecurity
challenges. However, in this study, no cities were found

in this quadrant, suggesting that extensive use of open-
source technologies has not been clearly associated with
cybersecurity issues in the analyzed data.

CYBERSECURITY

MEDELLIN ARMENIA BOGOTA
() () ()

J OSs A\ CYBERSECURITY

() A
MONTERIA

»]|®

J OSS A\ CYBERSECURITY J OSS A\ CYBERSECURITY

== CYBER SEC. BOUNDARY 0ssBOUNDARY () CITY

OSS USAGE

This region represents cities with good cybersecurity practices but limited use of open-source tools. While they demonstrate strong security protocols, these cities have yet to fully

capitalize on the advantages of OSS.

This quadrant plot illustrates that the adoption of open-source software can be a viable option for cities looking to strengthen their cybersecurity, save costs, and reduce their dependency
on proprietary software licenses. Open-source tools offer flexibility and cost-effectiveness without compromising security, making them an attractive alternative for public authorities.

It is also important to note that proprietary software, when properly implemented, can mitigate cybersecurity risks. However, the data suggests that open-source usage and cybersecurity
issues are not directly correlated, and robust security can be achieved through a variety of software solutions, whether open-source or proprietary.
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OSS CHALLENGES AND
OPPORTUNITIES FOR
COLOMBIAN CITIES: A TEST CASE

Given the Edgelands Institute previous work
in the Colombian city of Medellin we delved
into understanding this city of over 2.5
million people. The city has a long tradition
of entrepreneurship, innovation and tech
development. Recently the city underwent
an administrative reorganization to become
a special technology, innovation and software
hub. This allows the city to pool and leverage
resources for fostering a tech hub. Asked
about why their city did not opt in for more
OSS solutions, the Undersecretary of IT in
Medellin explained that the city has not yet
adopted an official position or strategic plan
to increase the use of open-source software
(OSS) within its digital infrastructure. This
decision is partly to avoid excluding local
corporations from providing software services
ensuring that proprietary software vendors
can still compete in the city's market. As a
result, the municipality currently operates with
a mix of both open-source and proprietary
software to meet its IT needs.

)

However, several limitations hinder broader
OSS adoption. A key challenge is the lack

of human capital, with too few workers

skilled in OSS and local salaries that are not
competitive enough to attract or retain such
talent. Moreover, procurement laws present
structural barriers, as they remain tailored to
traditional contract markets, where payments
are based on deliverables rather than iterative
innovation. This rigidity discourages the
experimental nature of software development,
where testing and adapting are essential

but seen as costly under current city budget
constraints. Furthermore, drafting Terms of
Reference (ToR) for hiring development teams
is complex because software projects can
evolve during their lifecycle, making it difficult
to predefine outcomes clearly. Additionally,
the city has faced significant cybersecurity
threats, most notably targeting its emergency
call center, which underscores the urgency of
addressing its digital vulnerabilities.

On the positive side, Medellin's commitment to
its smart city policies creates strong incentives
for OSS adoption. The city generates and
processes vast amounts of data, which could
benefit from the flexibility and customization

OSS offers. There are discussions about
establishing a dedicated fund to support OSS
developers, and initiatives like the city’s innovation
center and Software Valley aim to incorporate
education components to train developers
specifically in open-source technologies.

Nevertheless, there are significant challenges
related to cybersecurity and OSS adoption
(Table 3). The city’s IT budget lacks a dedicated
line item for cybersecurity, and insufficient
salaries make it hard to hire qualified security
staff. Moreover, top leadership has not prioritized
cybersecurity or open-source solutions, leaving
a gap in organizational culture and awareness.
Staff often lack understanding of both the
potential benefits and risks of OSS, which
makes it difficult to allocate time and resources
to researching and implementing open-

source alternatives compared to more familiar
proprietary options. Smaller local governments,
in particular, face even greater difficulties due to
their limited IT resources and expertise, making
the proper evaluation, implementation, and
maintenance of OSS challenging.
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g Whilst there is generally a positive view and After reviewing and analyzing the data more open and flexible technologies, delaying

8 receptiveness to OSS in city governments, collected from the information requests the modernization of technological systems.

o significant barriers in human capital, rules of submitted to various cities, we found that the Additionally, compatibility with legacy technological

g procurement, cybersecurity, and organizational use of open-source software in the context infrastructure is a recurring obstacle, as many

E culture must be addressed for open-source of cybersecurity in Colombian cities faces public entities rely on outdated systems that make

L software to become a viable and secure option significant challenges and barriers. One of the the transition to open-source solutions difficult.

= in the city's digital infrastructure. main difficulties is resistance to change by Adding to this is the perception of security risks
public officials, who prefer using proprietary associated with open-source software, generating
software they are more familiar with. This distrust in its implementation.

type of resistance slows the adoption of

Moreover, many Colombian cities exhibit a
tendency to be free riders in their usage of open-

source tools. While they frequently rely on these
BARRIER Ll technologies, there is often a lack of awareness

regarding the critical importance of open source

Human Capital Limited skilled workforce in open-source software (OSS) and non-competitive in their operations. This underappreciation may
salaries hinder OSS adoption. lead to missed opportunities for leveraging the full
potential of open-source software, particularly in
Rules of Procurement laws are outdated, designed for traditional contracts, and not enhancing cybersecurity measures and improving
procurement suited to the iterative development process required for OSS projects overall efficiency. By not fully recognizing the value
of open source, these cities risk stagnation in their
Cybersecurity Lack of dedicated budget, insufficient staffing, and leadership prioritization technological advancements and cybersecurity
make the city vulnerable to cyberattacks, impacting OSS implementation readiness, ultimately hindering their ability to
effectively address the challenges they face.
Organizational Limited awareness and support for OSS among staff and leadership, alongside Another major barrier is the lack of clarity in
culture challenges in allocating time and resources for OSS adoption. the guidelines and policies for adopting open-

source software. In some cases, the directives are
not specific or fail to provide sufficient guidance

Table 3: Perceived barriers to 0SS
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on how to integrate these technologies into
existing infrastructures. Moreover, the way
digital infrastructure contracts are structured
poses a significant challenge, especially
regarding support licenses. Many cities rely on
proprietary software contracts that include
robust support services, while open-source
solutions often lack equivalent support due
to budget constraints. This limitation makes

it difficult for public entities to establish
dedicated open-source support teams for
each development, further hindering adoption.

There is also a general lack of resources and
comprehensive frameworks to promote the
widespread use of open-source software in
public administrations. Limited technological
infrastructure and the absence of collaborative
workspaces are additional hurdles that

restrict progress toward the large-scale
implementation of open-source solutions.

However, there are also significant
opportunities in this landscape. The institutional
commitment of some administrations to
promote open-source software, along with
collaborations with the academic sector (eg.
FLISOL), provide space for innovation and the
development of local solutions that address

technological and security needs. Organizing
events and providing continuous training to
staff are tools that can accelerate the adoption
of open-source software, creating a more active
and skilled community. Despite the mentioned
barriers, several administrations have managed
to implement a combination of open-source
and proprietary software, demonstrating that it
is possible to find a balance that leverages the
best of both worlds. Moreover, the existence

of strong cybersecurity policies in many of
these cities ensures that the transition to open
technologies can be done securely, protecting
critical systems from potential vulnerabilities.

Finally, progress is being made in implementing
state initiatives that promote the use of open-
source software, especially those aligned

with national technology policies. These
efforts, along with the growing participation

of developers in collaborative events and
projects, are laying the groundwork for a
more inclusive and secure ecosystem in
terms of technology and cybersecurity. While
the challenges are considerable, the current
context offers opportunities to transform
how digital infrastructures are managed in
the country’s public entities.

Following the data collection and analysis
phase, we remain focused on strengthening the
use of open-source software and enhancing
cybersecurity management. To address the
challenges we've identified, we have decided

to initiate our own open-source project. While
there are existing open-source vulnerability
scanners, many of them require advanced
technical skills for configuration and may be
overly complex or invasive for the needs of
some organizations. In response, we propose a
preventive vulnerability scanner that analyzes
documentation related to digital infrastructure
rather than directly scanning systems. We've
named this tool the OSV Scanner (Open Source
Vulnerabilities Scanner, https:/github.com/
titopuertolara/petiscanner).

The OSV Scanner aims to serve as a
foundational tool for planning cybersecurity
protocols and is not intended to replace robust
vulnerability scanners. Instead, it offers an initial
approach for organizations to identify potential
vulnerabilities through their documentation.
Our goal is to provide this tool as a free and
collaborative resource, enabling organizations
to improve their security posture without
requiring extensive technical expertise.



 https://github.com/titopuertolara/petiscanner)
 https://github.com/titopuertolara/petiscanner)
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providing risk assessments and severity ratings.
For instance, the following figure illustrates the
. I . APACHE LINUX PHP
severity of vulnerabilities reported in the last
month (AngLlSt 2024 ) for th ree Open source Figure 9 Vulnerabilities severity from the last month (source NVD)
technologies: Apache, Linux, and PHP (Figure 9).
In this previous plot, it is evident that a The most current vulnerability scanner By analyzing the digital infrastructure detailed
technology like Linux, renowned for its softwares require installation, making them in each user's document, the tool collects
robust security, had over 200 vulnerabilities extremely invasive due to the need for complete vulnerabilities reported in the last month
reported in the last month. Consequently, system access to achieve their objectives. according to the technologies mentioned in

it is imperative for every IT department to those documents.
conduct regular vulnerability scans of their
systems. This proactive measure helps address
and mitigate these vulnerabilities, thereby
minimizing the risk of cyberattacks.

To address this, we leveraged the NVD API
to develop a non-invasive, online scanning
tool. This tool uses a PDF file (e.g, Strategic
Information Technology Plan or Digital
Infrastructure official document) as input.
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FAQ Join the GitHub community

OSV Scanner

The OS5V Scanner is a simple online tool that helps identify vulnerabilities in documents like Policy Papers, contracts, and IT plans. Linked
to the US National Vulnerability Database, it scans PDF documents to flag potential risks. Open-source and non-intrusive, the OS5V
Scanner does not require system access, is easy to deploy and does not collect user data. Upload your PDF to get started.

Upload your How does it work? Who is it for? More info
document

Figure 10. Open source vulnerabilities scanning tool

This tool provides statistics on the vulnerability status of each open source tool over the
past month, including their respective severity levels. Additionally, it generates a structured
database with each vulnerability indexed.




MAIN ADVANTAGES OF THE = STATISTICS AND SEVERITY LEVELS: The tool
DEVELOPED TOOL provides comprehensive statistics on the vulnerability
status of each open source tool, including detailed

severity levels. This information helps users prioritize
= NON-INVASIVE OPERATION: Unlike most their security efforts based on the risk level of each

current vulnerability scanning softwares that vulnerability. (Figures 12.1 and 12.2)
require installation on the operating system

and full system access,, our tool operates

disruptive to existing system operations. structured database with each vulnerability indexed.
This organized approach allows for easy reference
and management of vulnerabilities, facilitating more
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= EASE OF USE: The tool uses readily available efficient tracking and mitigation efforts. (Figure 13)

PDF documents, such as Strategic Information

Technology Plans or Digital Infrastructure % OF VULNERABILITIES FOUND IN THE LAST MONTH
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Figure 12.1 Statistics provided by OSV tool
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CONCLUSIONS

Municipal authorities in Colombia are
increasingly adopting open-source software
(OSS) to enhance governance, public services,
and public safety. While OSS usage is growing
reported by 47% of departments and 56%
of capital citie significant challenges remain.
Larger cities like Bogota and Medellin, with
greater resources, are leading the change in
OSS adoption and strategic integration. In
contrast, smaller municipalities face financial
and technical barriers that limit their ability to
fully utilize OSS.

Key obstacles hindering OSS adoption and
cybersecurity readyness include a shortage

of skilled personnel, outdated procurement
regulations, inadequate cybersecurity resources,
and cultural resistance within organizations.
Municipalities are required to develop their own
IT plans (PETIs), often constrained by limited
budgets and shifting political priorities, making
it harder to address vulnerabilities effectively.
Additionally, delayed access to information
about security threats, slow vulnerability
patching processes, and inconsistent
enforcement of policies exacerbate these
issues, leaving cities exposed to cyberattacks.

Despite these challenges, OSS offers significant
potential to improve governance and public
service delivery. Its open nature fosters
innovation, collaboration, and quicker responses
to vulnerabilities. To unlock this potential, a
unified national cybersecurity strategy, greater
investment in IT training, modernization of
procurement policies, and a cultural shift that
values OSS are crucial.

and in the meantime, there is an
urgent call to action to strengthen municipal
governments’ cybersecurity readiness. One
key step is deploying the OSV scanner we
developed, which provides local governments
with real-time information on cybersecurity
threats and vulnerabilities as they are reported
to the CISA bulletin. This tool can help cities
stay ahead of emerging threats, improve their
response times, and mitigate risks, laying a
strong foundation for secure and efficient
governance through OSS.

Finally
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