Improving Trustworthy and Sustainability
Digital Infrastructures with

{0 FACT

The Fair APl Commitment to Trust Model

How to make better
decisions for digital
infrastructure by
using APl Terms of
Service that are easy
to read, understand
and evaluate

Receive a License
and Customizable
Appendix

Aflzfliruse @@@

policy

. 0000 N
@ éh?llnl;jleo;acl:licy @ @ @

Consent to the 2 Select different
standard conditions options

PDF

@ FACT WIZARD Get your API license now :"Iu

o




Report Summary

“I have read the API Terms of Service’

is the biggest lie of the programmable
web. To increase trust, openness and
safety in digital Infrastructure, we
evaluated the opportunity to adopt a
new framework to make API Terms of
Service (ToS) easily understandable and
shareable with users.

“Can we use this API safely in the
long term?”

is a difficult question to answer. Most of
the time, companies discover that their
API access has been revoked when users
complain that their app is not working as
they expected, due to breaking changes
to the API. Sometimes, the pricing
options or other clauses trigger the API
to be turned off or slowed down, but you
did not read in depth the API Terms of
Service.

Q _0 We intend to build a framework making API Terms of Service

OAPI easily understandable and shareable, for a saner and safer digital
oo |
S infrastructure.

By conducting interviews, surveys and focus group with API
users, providers and other stakeholders, by using a legal design
approach and prototype testing, we have developed a model
collaboratively to define a way forward for more standardized,
accessible approaches to documenting and enforcing API

Terms of Service.

Our research has clarified the frictions in the user experience of API, the power
imbalance and inequalities between API producers and consumers explored the
diversity of situations and people involved in the API ecosystem.

Moreover, this research designed a framework for healthier APl ecosystems called
FACT (FAIR APl Commitment to Trust) related to a FACT license describing the mutual
commitments between API Providers and Users.

Particular attention has been dedicated to the creation of resources that are
easily readable and understandable for a wide audience, thus contributing to the
establishment of a trustworthy and sustainable framework that can be easily
implemented for the essential digital infrastructures that APIs represent.
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Project Methodology: summary

The APIToS project is part of the digital infrastructure research grant. It has been conducted
since May 2021 and aims to better understand how API Terms of Service can be leveraged for

the building and maintenance of more sustainable and open infrastructures.

Methodology and frames used are in annexes.

Phase 1: Research design

The first phase of the project was an exploratory qualitative phase based on:

* 9interviews (av. 1 h) with different profiles (API specialists, API providers, API users in different
sectors: research, transport, finance, etc.) mainly from France and USA

* Review of initiatives concerning ToS or API or legal design in general

Our aim was first to exchange with different people using, building or regulating API to apprehend
better their understanding and interaction with APl Terms of service and highlight the main issues
they are facing and their opinion on a creative commons model. We also reviewed initiatives
(sometimes suggested during the interview) at the crossroad with legal design and API/ToS. Our goal
was to get an overview of some inspiring models and the way we should interact with them (integrate
our prototype to other projects).

A cross-analysis from the different members of the research team with different backgrounds (law, STS,
API specialist) was also conducted (based on the transcript of the interview, and legal analysis of ToS).

Phase 2: Survey

Phase 2 of the study consisted of running a quantitative survey. Analysis of the survey responses,
alongside findings from Phase 1 interviews, helped guide the development of a prototype qualitative
framework for describing API Terms of Service in a way that is understandable and readable by users,
easy to produce by providers, and favors open ecosystems for policymakers.
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Phase 3: Workshop

To anchor our preliminary results and test our hypotheses with the API practitioner community, we
organized the “New models for APITerms of Service” online workshop/focus group of 20+ people
working with or studying APIs. Attendees had different backgrounds (from research, industry, legal
design, legal studies, and policy development) and explored, assessed, discussed, and validated the
prototypes and resources developed by the research team.

Our online workshop design was based on the qualitative and quantitative results of Phase 1
(interviews) and Phase 2 (survey results) of the project. Based on these results, we proposed to the
participants:

The main question to answer collectively:

How to build trust in the use of APIs by clarifying the commitments of API providers and
empowering users?
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PART 01

SOLVING THE BIGGEST LIE OF THE
PROGRAMMABLE WEB

Overview

Our project commenced with the provocative and significant summary of “API Terms of Service;
Didn’t Read,” Initiative (ToS;DR for short).

“I have read and agreed to the Terms" is the biggest lie on the web. In general, most people don't read
Terms of Service for the online and mobile services they use, and we saw this repeated with APl ToS
not necessarily because of a lack of interest, but perhaps because of a lack of support to deep dive into
these complex, and non-standardized legal documents.

API Terms of Service are a key element of today’s digital infrastructure. Every time you use a Software-
as-a-Service via its API, you are integrating the technical contract represented by the interface itself.
But behind it, you are also accepting the business and legal contract represented by the rights allowed
in copying or consuming that interface.

Known cases of API Terms of Service change and enforcement bring Twitter to mind. Many times in
the past, Twitter almost killed its entire ecosystem of applications by abruptly changing API Terms of
Service, for example in 2013 and 2018, even if then-CEO Jack Dorsey apologized and declared wanting
a better relationship with developers in 2015. In 2023, incoming CEO Elon Musk has since decimated
the API developer program once again: destroying businesses, demolishing countless research
studies, and once again killing Twitter’s ecosystem potential with one sudden decision. Every day, many
successful companies update their APl Terms of Service, causing trouble in digital ecosystems, and
killing the trust needed to build a sane, resilient and future-proof digital infrastructure.

Twitter is not alone, Google is also known for having killed APl access to companies, for instance when

they acquired QPX, an API for airfare data, or for suddenly changing API Terms of Service, like when
they abruptly modified the free tier plan on Google Maps API and, according to developers, “insanely
increased pricing”. Hundreds of websites broke because of this API ToS Change. Google is known to
have killed so many services that there is even a community-driven Google Graveyard. Recently, Google
itself announced an “Enterprise API Label”, meaning a label that guarantees these APIs, showing the
importance for APls owners to build a trustworthy relationship with their users for the success of their
business.

In other fields, including academic research, scientific work is dependent on the use of APIs to

have access to data or to publications. Although there was a huge movement towards open access

to publications and data in research, APIs of publishers might become a new closed or controlled

door slowing down the open science movement and free circulation of knowledge. Again, using

2023's Twitter API decision as an example, the end of free access to the Twitter APl has had a strong
impact on research communities that cannot afford to pay $100/month or moreover, resulting in the
destruction of numerous research studies globally being conducted by researchers, and PhD students

based on Twitter’s data.

APIs are also a major topic for regulators to support a fair and balanced ecosystem for various
stakeholders and empower those with more vulnerability.
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https://killedbygoogle.com/
https://techcrunch.com/2023/02/14/twitters-restrictive-api-may-leave-researchers-out-in-the-cold/
https://techcrunch.com/2023/02/14/twitters-restrictive-api-may-leave-researchers-out-in-the-cold/

How did such a situation develop? The main reason is that, as APl users, we often don't read APl Terms
of service. Even API builders have difficulties writing such contracts! These are legal documents, made
by lawyers for lawyers and bearing in mind developers sometimes don't even like to read the technical
docs (Read The Fine Manual for its Bowdlerized version), they for sure won't read the legal docs!)

If we had read API Terms of service before ticking that box, we would have noticed that almost all of
them declare that “They can revoke your access any time for any reason”.

Impromptu revocation is not the only problem. Other API Terms of Service risks include:

( N ( N (

Breaking changes policy Re-use of the data Ability to cache the data

Ability to store the data Deprecation period Support

- AN J U

Of course, some API providers can guarantee contractually that you will have APl access. Moreover,
some current initiatives are trying to solve that lack of understanding, like the API Rating Agency
measuring performance of different APls and their underlying services or the API Terms of Service
Generator (works only for Swedish law), as well as a governmental initiative called Open Terms Archive
to track the evolution of Terms of Service.

Today, the research project APIToS is also working on making it easier for the whole ecosystem
(developers, researchers, API producers, regulators, etc.). Funded by the Ford Foundation in the context
of the Digital Infrastructure Grants, we are exploring ways to make APl Terms of Service more easily
understandable by humans and by machines.
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The as-a-service digital infrastructure ecosystem

r

Digital infrastructures and digital ecosystems:
some definitions and key concepts

Infrastructure-as-a-Service

A cloud-based service that provides physical, virtual, and additional storage networking
products (Mohammed & Zeebaree,2021)

Platform-as-a-Service

Cloud-based infrastructure for the development of
applications and technologies that are distributed over the Internet, without the need for the

end user to download or handle the user interface Mohammed, Zeebaree 2021).

Software-as-a-Service

A cloud-based software delivery model in which an application is hosted by a distributor or
provider and made available to customers over the Internet. Mohammed, Zeebaree 2021).

Digital infrastructures

Socio-technical systems in a digital environment that share some key features with physical
infrastructures such as ubiquity, reliability, invisibility, and gateways (Plantin 2018). They play
a critical role today in enabling digital economies, and are considered faster and cheaper to
build compared to physical infrastructures. Digital infrastructures change often (requiring
ongoing maintenance) and are characterized by frequent change of usage and adoption.
They are not associated with a central organization (decentralized nature) and tend to create
new challenges for their management (Eghbal 2016).

Digital ecosystems

A digital ecosystem is a network of participation opportunities that allow stakeholders
(including governments and regulators, associations, industry enterprises, small and
@ g medium enterprises, researchers, community groups and individuals) to co-create,
collaborate, complement, coordinate, and/or compete with each other interdependently
by using common infrastructures and tools (such as open standards and data models,
@ APIs, and open source technologies) (European Commission 2007; Boyd 2021). A digital
ﬁ(ﬁ?@ ecosystem has the possibility to solve complex and dynamic problems automatically,
- while drawing on properties similar to the characteristics of biological ecosystems such as
robustness, self-organization and scalability (Briscoe, Dewilde 2009). ‘Open ecosystems’
are those that allow all stakeholders to participate, creating more equitable opportunities for

participation (Boyd 2021).

Commons

Shared resources (cultural, natural, digital) held in common by a group of people/
a stakeholders (users group, communities) with a set of governance principles (norms

and values) to ensure the individual and collective benefits of the use of this resources.
~ Commons are defined as a third path between state and market (Ostrom 2015).
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Key points in the functioning of a digital economy

As digital infrastructures and platforms grow, more and more companies see the opportunity to specialize into
one piece of software that others will use. Today, our digital economy is based on a cloud computing approach
with three main services related to Infrastructure (laaS) Platform (PaaS) and Software (SaaS) (Kushida
Murray, Zysman 2011).

This “as-a-service economy” compared to former digital business models is based on the deployment of

an Internet-based environment that enables the use of software, services, and infrastructure from anywhere
(that is, “could computing”). This move towards “cloud computing” has several impacts and changes of usage
that give access to several facilities, easily without maintenance, or the need to invest in building external
infrastructures (servers, data centers, etc.) (Mohammed, Zeebaree 2021). In turn, cloud computing technical
decisions have had impacts on business models. For example, with software-as-a-service, the protection given
by the majority of open source licenses for the distribution of software is not guaranteed anymore.!

In this context, APIs are considered as the glue “under the hood” (Vaccari et al 2020) enabling the development
of digital ecosystems with multiple stakeholders able to exchange data and resources in an automatic and
standardized way. APIs are the main interface to deal and negotiate between different stakeholders, which
may take on different roles in their relationships. Sometimes, stakeholders are connected as they co-create
new value by sharing data and services to create new products for consumers, other times, stakeholders may
work together to coordinate and agree on the use of interoperability standards or common data models, other
times, stakeholders are in direct competition, and so on. This gives rise to a digital ecosystem in which every
stakeholder will consume the core competencies of others through APIs, and each will focus on their own core
competencies and deliver value to others via APIs. This creates interdependency and reliance on everyone
within the ecosystem when generating and distributing value.

The Affero GPL license has been developed to adapt to the SaaS model, as it is no longer so much access to the source code
that gives the end-user their freedom, but their ability to dispose of their data and to be able to change service providers.
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Key points in the functioning of a digital economy

Digital innovation has shifted organizational relationships into a “dynamic, complex (socio-technical) system”
(Nambisan, Lyytinen, Yoo 2010). As part of this digital shift, digital ecosystems have emerged.

Digital ecosystems can be described as: “a number of firms - competitors and complementors - that work
together to create a new market and produce goods and services of value to customers” (Hazlett 2011).

In turn, this has ‘inverted’ the role of any one firm “where production moves from the inside to outside” (Benzell

et al 2022). In this new paradigm, “employing APIs helps firms grow .. by inverting the firm, enabling third party
complementors, rather than improving the firm's open value creation (Benzell et al 2022).”

This shift to ecosystems is currently occurring across all industries, most notably in areas such as banking
and finance where governments have either introduced regulations in many jurisdictions to require banks and
healthcare providers to make APIs available (Babina et al 2022, Vaccari et al 2020), or where governments play
a facilitative role in encouraging platform and ecosystem networks in areas such as transport and logistics,
weather and agriculture, and many other industries (Vaccari et al 2020).

In Europe, for example, initial regulations from the European Commission aimed at enabling a data economy
identified priorities for European member state governments to make data more readily available as an asset
that can be used in creation of products and services. The Open Data Directive specifically notes that ‘high
value’ and dynamic datasets should be identified and that APIs should be the mechanism for which these
datasets are then made available for reuse (European Commission 2019).

An open ecosystem is one in which APIs enable third party co-creation and complementarity amongst various
stakeholders. Whole industry sectors are encouraged (or regulated) to expose data and services as APIs. For
example, in the US, healthcare software providers must use API technologies to integrate electronic healthcare
records of patients as a minimum requirement to receive funding for Medicare and Medicaid patient service
delivery, creating an open health ecosystem. In Brazil, banks must make datasets such as account information,
and services such as payments and credit scoring, available via API so that third party providers can build
additional services on top of banking infrastructure (creating an open banking/open finance ecosystem).

In such digital ecosystemes, all stakeholders become interdependent. In an open ecosystem, APIs are
modularized components that create the “ability to mix remix data, software and services in surprising and value
creating ways” (Benzell et al 2022). API providers draw on standards and governance and API tools and practices
to create robust and stable APIs. Depending on the level of developer experience, level of security and digital
readiness of ecosystem stakeholders, these APIs can accelerate the creation of new products and services built
by API consumers for various target segments. In turn, wider society, environmental and economic benefits can
also be generated.
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The role and importance of web APIs

r

> Whatis an API?

Application programming interfaces (APIs) are machine-to-machine digital interfaces that
facilitate the exchange of data and services (functionalities).

Vaccari, et al 2020

An APl is not only a building brick, it is also a projection of a product vision, based on

internal assets you can open to the world.

Mehdi Medjoaui, 5 Ways an APl is More Than An “API”

Typically, there are four types of APIs:

r

Public/open

APIs that are exposed to external audiences,
often referred to as third-parties, who may make
use of the APIs freely or via a paid model.

SO
Mo

Partner

APIs that are made available to close industry
partners and customers for specific use cases
and to enable direct integration with an API
provider’s data and business capabilities.

{3

—] —]
SEE S

Private/internal

APIs that are used internally by engineering
teams to connect microservices, serverless,
distributed and other modern IT architecture
designs in which internal business capabilities
and datasets are created as composable
building blocks that can be reused for internal
application design, automations and process
workflows.

APIs that may have been created by internal
teams to complete a specific use case or task.
Shadow APIs are not formally documented or
acknowledged as APlIs, and are often initially
created to enable a shortcut in order for an
engineer or engineering team to complete a task
under a time or resources pressure to ensure a
specific use case was fulfilled.
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How APIs empower everyday applications

Two examples of how APIs provide the functionality in apps and services you use.

Transport

Public transport route planners
draw on:

e Timetable data via API to help calculate
travel journey time

® Real-time data feeds via API of where
transport is currently to provide updates
on how much longer to wait

® Parking space APIs to let you know where
space is available to park and ride

® Mapping APIs to plot all of this information
on a map application

® Places of interest APIs to indicate other
landmarks and destinations on the map

Finance

M/* Financial management apps

draw on:

e Bank account information data via API to
calculate spending patterns

® (Cashflow optimisation algorithms via API
to estimate how long until your money
runs out

® Product information APlIs to offer
alternative lending and savings products

® Subscription reminder APIs to let you
know if you are paying fort services you
don't use

® Climate calculator APIs to assess the
carbon footprint of your spending

® Payments and transfer APIs to help you
move money from your bank account to
your savings account

The importance of APls

APIs expose data and service capabilities to help build new applications, products and services. They assist
in interoperability by providing a consistent, standardized means of connecting various systems together.
They enable automation and can help speed up product development and help scale solutions. APIs assist
security and privacy because they can define the permissions of who should be able to access the data and

services being connected.
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Evolution of API and its crucial role in digital economy today

APIs have evolved over the last 60 years to become more standardized, scalable and secure interfaces
that enable integration of services from one application or system to another. In 2022, the API mindset has
reached maturity.

Goldstine and Von Neumann publish a paper entitled “Planning and Coding problems for
an Electronic Computing Instrument, Part II, Volume III” (Institute for Advanced Study,
Princeton University, 1948). They describe the idea of reusing software via a stored-
program computer, with the key idea that most programs will make use of common
operations. So the creation of reusable library subroutines across computers would reduce
the amount of work involved in creating and error-testing new code each time.

The first implementation of a subroutine was made by Wilke, with the help of Wheeler and
Gill. The EDSAC computer (Electronic Delay Storage Automatic Calculator) with the first

° ever known “stored-program” comes to life at the University of Cambridge Mathematical
laboratory. The first program on May 6, 1949 was to calculate the first 100 square numbers.
The second program on May 10 was to calculate the first 170 prime numbers.

Wilikes, Wheeler and Gill publish “The Preparation of Programs for an Electronic Digital
computer” as the first text on computer programming documenting the whole API.

Nascent era: From subroutine to APIs

In his book “From Theory to Practice: the invention of Programming 1947-51" (Campbell-

., Kelly, 1945) Campbelly states that the “Goldstine and Von Neuman preparatory routine
would have required extensive operator intervention and it is difficult to imagine that it
would have ever worked in practice”.

The term APl was used for the first time at the AFIPS Fall Joint Computer to describe the
need to keep a consistent and hardware independent program interface for applications.

> UNIX introduces System Kernels Interfaces for programming, as APIs.

The IBM PC BIOS and MS DOS Command Line Interface define a new way to interact with
a hardware device. This led to the famous IBM/Microsoft deal, where Microsoft kept the
operating system and its APIs under control over the hardware, with the ability to sell it to
other hardware vendors in a famous agreement that caused the success of Microsoft.

> Windows NT expands the API to run different programs on the Windows Operating System.

° Oracle launches Java class libraries with extended APlIs.

United States Government sues Microsoft for antitrust practices over APl access in the
Windows Operating System.

Emerging era: Software APIs implementation and challenges
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Maturing era: Web APIs and APl-enabled digital ecosystems

£ API Terms of Service: FACT -

Salesforce, the first CRM to be accessible via a web API on a web driven Ul, launches
with the slogan “No Software”, that is “no software installed on your computer”
(Software-as-a-service).

Ebay launches its first public web APlIs for developers.

Roy Fielding publishes his PhD on REST APIs as the architectural style that web APIs should
respect.

Jeff Bezos emails instructions to staff, known as the “Jeff Bezos Mandate on APIs” to shift
the company towards service interfaces to solve software delivery issues and re-usability
across Amazon, and to design APIs as if they were going to be exposed as public web
services to external developers, even if they are intended for internal services.

Caterina Fake, co-founder of Flickr, declares that “APIs are Bizdev 2.0"

Jonathan Zittrain in his book “The future of the internet and how to stop it” coins the term
“API neutrality” (Zittrain, 2008).

Oracle sues Google for copyright infringement on Java APIs on the Android Operating
system.

A US jury rules that APIs are not copyrightable.

Twitter changes its API Terms of Service, breaking hundreds of thousands of third party
applications.

President Barack Obama requires that all federal agencies have public APls

US Court of Appeals reverses Judge Alslup ruling on copyright infringement of APIs and
Google petitions the US Supreme Court.

Facebook abruptly changes its Graph API Terms of Service, breaking lots of applications.

Kin Lane and Steve Willmott launch APl Commons, a Framework to share API designs, data
models, and specifications.

Federal Court jury rules that Google’s reimplementation of Java APIs was a fair use.

Google Maps changes its API Terms of Service pricing from freemium to pay-as you go”,
breaking hundreds of thousand applications and websites.

US Court of Appeals for the Federal District reverses the Federal Court jury verdict of 2016.

US policy comes into force that makes APls a mandatory requirement for all health software
used in US Government-funded healthcare.

European Commission Directive on open data and the reuse of public sector information
legislates that all high value datasets across 6 key thematic categories must be made
available via APlIs.

US Supreme Court concludes that Google’s use of Java APIs is a “fair-use”.

European Commission launches API Framework for Digital Governments to guide the
creation of APIs for government services.

Google establishes a new labeling of Enterprise APIs to enforce greater stability and give
developers more confidence that key production APIs will not create breaking changes “for
as long as customers are actively using it".
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The role of API Terms of Service in addressing
inequalities and asymmetrical relationships in
digital ecosystems

Overcoming the complexity and chaos of emerging digital ecosystems

Today, the importance of digital infrastructures are beginning to be taken into consideration and to emerge
from their invisibility (Eghbal 2016).

As digital infrastructures are seen as faster and cheaper to built compared to physical infrastructures, they
also embrace the characteristics of our VUCA world (Volatility, Uncertainty, Complexity and Ambiguity).
They are associated with:

Frequent change of usage and New challenges for management by their
adoption decentralized nature (Eghbal 2016).

Power relations between different stakeholders encapsulated in the design of digital infrastructures,
platforms and ecosystems are inscribed in the code layer (Lessig 2015; Van Dijck 2020; Gruson-Daniel 2018).

The construction of norms and standards of data flows are the key opportunities to influence the current
mechanisms of platformization and concentration of power (Plantin, Punathambekar 2018; Helmond,
Nieborg, Van der Vlist 2017; Janneke Adema, Graham Stone 2017).

In such emerging digital ecosystems:

( )

® APIs play an interface role between different stakeholders and functions (public/private users/
producers data/applications, legal/economic world).

® They can therefore be a vector for the creation of a more open, diverse and sustainable digital
ecosystem that guarantees trust in relationships, or, on the contrary, they can reinforce the centralization
of data flows to a few major players at the heart of platform dynamics.

® APIToS could play a crucial role in the orientation of these ecosystems and their dynamics
(centralization of power, inequalities, free ridings, etc).

® By performing the technical, legal, and organizational norms (such as standards, protocols, and IP),
APIToS allow us to better understand the underlying economic models but also the rules of data
governance between ecosystem stakeholders.

®  While open data and open access movements encourage greater access to data and research findings,
there is also the need to ensure that the APIs that can expose data and make it available for integration
into systems are also regulated to guarantee “openness” and to enable balanced governance between
different actors.

. J

API Terms of Service play a small but potentially key role in clarifying how API consumers can make use of
available APIs to build products and services, access data and systems, connect with Internet Of Things
infrastructure, make use of large datasets and machine learning algorithms, automate workflows and
processes, and so on.
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o
What is APIToS? I

APIToS can be part of several other
legal and policies agreements
related to the use of a service of the
application or in the specific API
documentation dedicated to the
developers.

API Terms of Service (APIToS) or
O' Terms of Use describe the legal,
technical and business contract of
the use of APIs and the organization/
individuals behind them.

There are no standard models
for API ToS but there are some

APIToS are often available on the web
page of the API or the application in a

eee

Q footer tab with all the policies and legal common clauses related
L Tos I N . to technical and business
information. . L
considerations.
(& J/ | J

Technical clauses

® API Revocation policy: Revocation is an annulment or cancellation of a statement or agreement.The
revocation policy is the description of the conditions an API provider can decide to revoke access to an API
and its runtime.

® SLA: A service-level agreement (SLA) defines the level of service expected from a vendor, laying out the
metrics by which the service is measured, as well as remedies or penalties should agreed-on service levels
not be achieved. It is a critical component of any technology vendor contract.

® Breaking changes: A breaking change is a change that requires APl consumers to make changes to their
applications in order to avoid disruption to their integration. The following are a few examples of changes:
Changes to existing permission definitions; Removal of an allowed parameter, request field or response
field; Addition of a required parameter or request field without default values; Changes to the intended
functionality of an endpoint.

® Deprecation policy and versioning: Versioning policy is the explanation of how an APl is updated
(versioned), and how these versions are maintained or deprecated. A deprecated API is one that is no
longer recommended for use, due to changes to how the APl is being provided. The deprecation policy is
the determination of deprecation context, duration, support and maintenance.

© Rate limit and Throttling: Rate limiting and throttling are the conditions under which an API runtime can be
called, in terms of load. It often depends on the license or paid plans.

2 |n our study, we distinguish different clauses and evaluate by a survey their priority for different users.
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Business clauses

® Business model and pricing: The business model clauses may stipulate when the APl is not free for use and
the payment conditions and pricing options that will guarantee continued access and consumption.

® Reuse policy: The reuse policy is the authorization and boundaries that define which use cases are permitted
with the use of the API.

® License: The license of the data that is accessible via the APl may be described.

@ Copyright: Copyright rules associated with the API, implementation, and use or re-use may be described.

® Branding: Policies about whether APl consumers are obliged to mention the source of an API with or without a
link, or with or without branding material including appropriate logo or trademark use may be defined.
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How do APIs fail? Lessons learnt from the past

Short term risks associated with using an API

A short term risk for an API is one that may interrupt the runtime of an API and cause trouble for third
party applications, but does not threaten the main purpose of the application’s overall APl consumption.
These risks often involve technical issues that can be solved in the short term, and often compensation
mechanisms or notice periods are described in the API Terms of Service.

Vs

Example short term risk: Performance issues, SLA and outage b

In the as-a-service economy, digital infrastructures rely on each other to provide capabilities. But what
happens when an API fails to deliver a capability to others because of being “down”? This is the example of
known outages from Saas, PaaS or laaS applications. For example, Amazon Web Services outages quickly
get easily noticed because a large part of the web ends up being down at the same time. This is why to keep
trust at maximum, API providers are transparent about their uptime history, using a status dashboard or

API healthcheck. Amazon Web Services share their status page, where every service status and uptime is
published with colored logos, often green, orange, red, and black depending on the level of uptime availability.

Example short term risk: Breaking changes /'S

A breaking change is a change that may require recording an application or other APl integration use case
in order to avoid disruption. If applications consuming an API after a breaking change aren’t updated,the
application will not work.

Usually, breaking changes are published and communicated in deprecation policies to allow time for
developers to adapt their applications in advance of changes. Transparent communication and sufficient
notice help to foster trust between API providers and API consumers.

In the past, some companies have not notified developers in advance, and some have not even told developers
at all. This is the example of Facebook in their platform scaling period between 2010 and 2014. During this
time third party app developers first discovered their app was broken via their own users’ and customers’
complaints.

A breaking change is an example of short term risk to an application that can be solved but they can occur at
any time and are dependent on the company providing the API.

£ API Terms of Service: FACT - Digital Infrastructure Grants - 2023

23


https://health.aws.amazon.com/health/status

Long term risk issues using an API

Long term risk issues using APIs are risks that can perturb, impeach or break an application consuming an

APl in the long term, or that completely make an application unusable. They are often policy or business
related decisions, as compared to technical terms.

Vs

Example long term risk: API Pricing ."‘

Google Maps offers mapping, route planning and location services, and APIs are available that allow these
functionalities to be consumed as services in third party applications. Initial pricing plans offered a free tier for
users, allowing up to 10,000 requests per day. For years, Google pushed this generous “freemium” model as an
entry point that attracted new API users, and as a result built a large ecosystem of applications consuming the
Google Maps APIs. Their commercial approach was even considered so aggressive that Google was even sued
for antitrust practices in France, with France citing the high level of advertising of the free tier model as evidence.

But in 2018, Google Maps abruptly switched off its API free tier and introduced a “pay as you go” pricing model
where users would be charged from their first API request onwards. These changes significantly impacted the
relationship between APl consumers and Google Maps as an API provider. Many users had not registered a
credit card for any payments, and often did not have the business infrastructure for owning a new budget line
for their use, which up to that date had remained below the freemium threshold of use. As a result, the mapping
functionality in many applications broke, especially for startup, public sector and non-profit use cases.

This abrupt API pricing change destroyed much of the trust between API consumers and Google, as the existing
API Terms of Service was expected to offer the freemium model, and the API free tiers are trustworthy.

J

Example long term risk: API reuse policy and business model

Linkedin is a widely used social network for professionals, and offers a set of APIs to build applications with
its data. But Linkedin is also known to have used API Terms of Service to keep competitors away by forbidding
specific uses of the API. Often the reasons for denying particular issues are claimed to be in the interest of
the user, but at times the denial of use of the API better reflects a defense of their interests, especially against
startups wanting to use business intelligence from LinkedIn to populate their own business profile datasets.

% |
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How to destroy trust in a few short years : The Twitter API story

2002

v
2015

v
2018

v
2023

Twitter killed my business: an inside look at the ecosystem crackdown.

One developer noted they were using Twitter and “I had a very successful consulting business. It
wasn't very big, it was more of a lifestyle business, making about $15,000 a month. And Twitter
killed it — they killed it cold.” He went on to note “I love the service, but | hate the company”

Twitter CEO Dorsey Apologizes to developers, says they want to reset relations

Ingrid Lunden and Drew Olanoff from Techcrunch reported that Twitter CEO Jack Dorsey spoke

at a conference they hosted for developers and said he wanted “to make sure we have a great
relationship with our developers... that we're fulfilling and serving everyone’s needs....We need to have
a better conversation with our developer community, with everyone in this room... We can’t stand
alone. We need your help.”

Twitter destroy outside apps again by killing the APl most of them use

According to Silicon Angle journalist, Duncan Riley, Twitter cited technical and business constraints
for again shutting down “an application programming interface used by most third-party Twitter
apps for things such as push notifications and automatic timeline updates”. Riley concludes:
“Certainly going forward, the next time Jack Dorsey tries to appeal to third-party developers to
support Twitter, here’s hoping he will be laughed out of the building.”

Twitter to end free access to its APl in Elon Musk's latest monetization push

Following Elon Musk’s acquisition of Twitter (October 2022) , API terms of services have abruptly
changed with the announcement of the end of the free access to its API. It will have stong impact
for developers that use the Twitter API daily. Twitter’s change will also impact research useful

for society in many fields that is: hate speech, online abuse, crisis management during natural
disasters, etc.
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API Copyright, APl Copyleft and API Neutrality:
Emerging concepts in open ecosystem thinking

The case of API Copyright and “Fair Use”

In US law, APIs can be copyrighted, although there is a fair use as long as the section of the API copied is
small, and trivial for the main knowledge engineer, as stated in the Google vs Oracle API copyright case.

In European and UK laws, APIs can't be copyrighted easily and interoperability is often put forward as a key
necessary characteristics of the purpose of APls.

The Google LLC v Oracle America, Inc case is a landmark decision which deals with the intersection
between software technology and intellectual property rights. In this case, Oracle had earlier sued Google
for copying some parts of the Java programming language’s application programming interfaces (APIs)
and about 11,000 lines of source code, which are owned by Oracle, for its early versions of the Android
operating system. After a series of court trials that started in the district court of the US and worked up
through appeals all the way to the Supreme Court, it was finally decided that copying some parts of an API
made by Oracle was fair use under the copyright laws. The court arrived at this decision after considering
some important points:

( N\ N\ ( )

Concerning the substantiality

Although APIs are capable of
being protected under copyright
laws, Google copied only a
minuscule amount from the
said code

The extent of copying by Google
was restricted to a limit as
required to include necessary
tasks in an android device

in the copied material, it
was held that Google did not
copy anything unique to the
implementation of the API by
Oracle. It only used parts of the
code, which were now familiar
to systems and engineers

The case of API Copyleft

Copyleft is the legal technique of granting certain freedoms over copies of copyrighted works with the
requirement that the same rights be preserved in derivative works. In this sense, ‘freedoms’ refers to the
use of the work for any purpose, and the ability to modify, copy, share, and redistribute the work, with or

without a fee.

Licenses which implement copyleft can be used to maintain copyright conditions for works ranging from
computer software, to documents, art, scientific discoveries and even certain patents.

Theoretically, it would be possible to apply Copyleft technique to APIs. An API provider, for example, could
define license or APl Terms of Service clauses that state any software consuming their APl could enforce

a specific open ecosystem design, forcing users (through the APIToS) to contribute back value through
their end use back to the network of ecosystem stakeholders.

In a 2013 report ordered by the French government about “Tax strategies for the digital economy”, Colin

and Colin proposed the application of Value-Added Tax (VAT) for companies that don’t open the data they
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collect from others via APIs. Value-added taxes are only paid by end users: other actors along the value
chain don't pay the VAT as long as they add value to the product. Only the end user pays the tax on the final
value of the product.

In a digital infrastructure value chain, or in the “as-a-service economy”, that means that every company that
doesn’t provide APIs under the same level of openness as they benefited from themselves from using APIs
must pay a tax on the value captured in the end product.

While the report did not transform into law, it did help broaden the understanding that API copyleft can
have significant impacts, especially for sharing value more fairly in an ecosystem or from personal data
stores under data protection regulations like the General Data Protection Regulation (GDPR) in Europe, the
CCPA in California, PIPL in China or one of the 60+ other regulations on personal data currently passed or
under draft around the globe.

The case for API neutrality

‘Net Neutrality’ means that Internet service providers or governments may not discriminate between
different kinds of online content and apps and users on the Internet. It guarantees a level playing field for
all websites and Internet technologies without any intervention, following two key principles:

Absolute non-discrimination: all content, sites, and First-come first-served: There should be no queues for
platforms should be equally distributed on the network sending and receiving data packets based on fees

Net Neutrality is a key reason why the Internet has been able to drive online economic innovation, democratic
participation and free speech. It protects an individual’s right to use any equipment, content, application or
service without interference from the network provider. With Net Neutrality, the network’s only job is to move
data — not choose which data to privilege with higher-quality service and which to demote to a slower lane.

( )

The principles and factual assumptions that animate network neutrality— that the
network has been operated in a particular socially beneficial way and that, especially in
the absence of effective competition, it should stay that way—can also apply to Internet
services that solicit mash-ups from third-party programmers like Google Maps or
Facebook (..)

Those who offer open APIs on the Net in an attempt to harness the generative cycle
ought to remain application-neutral after their efforts have succeeded, so all those who
have built on top of their interfaces can continue to do so on equal terms. If Microsoft
retroactively changed Windows to prevent WordPerfect or Firefox from running, it would
answer under the antitrust laws and perhaps also in tort for intentional interference

with the relationship between the independent software makers and their consumers.
Similarly, providers of open APIs to their services can be required to commit to neutral
offerings of them, at least when they have reached a position of market dominance for
that particular service”

Professor of Law Jonathan Zittrain, In the “Future of Internet and How to Stop it”

|\ J
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This mirrors the case of USA against Microsoft Windows and internet explorer for antitrust issues in 1998,
where the US asserted that Microsoft was enforcing its dominant position in the market with Windows by
providing a web browser within the Windows platform without giving enough access to other companies to
offer their browser solution, potentially reducing the likelihood that end users would install an alternative.

The idea of API neutrality, inspired by Jonathan Zittrain, claims that platforms could declare API neutrality,
as being non-discriminant to their users. A widely used set of APIs, Amazon Web Services APIs follow that
principle, as Werner Vogels CTO of AWS used to call it in his “10 lessons from 10 years of AWS" as the “no
gatekeeper policy, meaning that even a competitor of Amazon could build and host their application on top
of AWS APIs Infrastructure as a service.

( )

Skeptics may object that these relations can be governed by market forces, and if an
open APl is advertised as contingent, then those who build on it are on notice and can
choose to ignore the invitation if they do not like the prospect that it can be withdrawn
at any moment. The claim and counterclaim follow the essential pattern of the network
neutrality debate.

Jonathan Zittrain
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How APIToS could create a new trustworthy and
sustainable API Ecosystem

Trust amongst stakeholders in the “as-a-service” digital infrastructure (Eghbal, 2016) has been broken
many times because of opaque API Terms of Service, or because of unexpected changes and disruption.
That has been the case with large tech companies that often position themselves as essential and
foundational digital infrastructures: Twitter, Netflix, Facebook, Linkedin, Google and others.

More open, transparent APl Terms of Service contracts could build an open and safe digital
infrastructure where the application can automatically know the usage rights of the API, and the data

and services being exposed (Vukovic, Laredo, Rajapogal 2014). This could help to solve many technical,
compliance and/or business relationships, and could apply to government, non-profit, science, education,
and business use cases alike.

Revisiting the model of how value is generated in open ecosystems, we have identified the role of API
Terms of Service:

How value is generated and distributed amongst stakeholders in an open ecosystem () Platformable

Oversight/compliance Contributing value B Mediating value Receiving value (information) B Receiving value (revenue generation) I Receiving value (indirect impacts)

Standards
bodies

API and Data Consumer and
Governance community
advocacy
organisations

« d'\‘ec‘ Beneflc;a gy
d User,
and = o
protocols

Developer Underserved
Experience

Individuals and
Households

Security &
Privacy

API
providers

Digital Micro-enterprises,
Sole traders

Readiness
& SMEs

API tools
providers,
Technology
providers and
consultants

Industi
o Enterprises

associations

But today, API ToS are often documented by legal departments, business clauses are outlined often by
marketing leads, and the APIs themselves are designed by technical teams. This brings confusion for API
consumers when seeking to answer the question: Can we use this API? Can data collected through the API
be reused? Do we use the API “under the hood” or do we need to declare that it is part of our processes
and use the API provider’s logos and branding in our usage? What rights and limitations do we have? What
are the short and long term risks of using this API? At present, all of these questions can be challenging for
API consumers to answer.
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PART 02

APIToS: THE PATH TO DEVELOP A SUSTAINABLE
AND TRUSTWORTHY API ECOSYSTEM

About the APIToS project

Our project APIToS, part of the digital infrastructure research grant, aims to understand:

How can API Terms of Service be leveraged for the building
and maintenance of a sustainable and trustworthy digital
ecosystem?

Our initial research question was inspired by the Creative Commons model and open movement. Since
the beginning of the web, inspired by cybernetics and the dream of a global decentralized network,

the open movement as driven open source technologies, open data, open science, and open culture.
Collectively, this work is focused on making a “global social space” real.

One of the major drivers of this ideal of a connected, global, digital network has been catalyzed in
particular with the development of the copyleft principle, founded by Richard Stallman. Instead of using
intellectual property rights to prohibit, the core principles of content ownership under copyleft are
reversed to give the right of use to everyone. On this basis, a group of academics, artists, activists, and
lawyers then adapted and extended this principle by defining a series of levels of usage rights for any
digital work (images, texts, etc.). This series of levels was documented through the birth of the Creative
Commons licenses. The most recent, version 4.0, is today stabilized around different clauses BY, NC,
ND and SA and their combination, all describing the rights to use digital content along a spectrum.

@creative :
COMMONS creativecommons.org

Creative Commons is a nonprofit organization that helps overcome legal obstacles to the sharing of
knowledge and creativity to address the world’s pressing challenges.

In order to achieve their mission they provide Creative Commons licenses and public domain tools that
give every person and organization in the world a free, simple, and standardized way to grant copyright
permissions for creative and academic works; ensure proper attribution; and allow others to copy,

distribute, and make use of those works.
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Creative Commons licenses, along with other open norms and standards designed to be
understandable by humans but also readable and interpretable by machines (internet protocol, open
formats, etc.), have made it possible to implement a digital ecosystem that facilitates exchange and
sharing between a diversity of public and private actors in accordance with principles of openness and
transparency.

Today, open source and open data are the basis of economic models that are not founded on the
retention of information and property but on the circulation of information, flow and influence. The
sharing of a resource, and its circulation in this digital ecosystem generates a greater value through
distribution between the different ecosystem actors, with the aim of avoiding the capture of value by
any one participant as is often the case with commercial platforms today.

The creation of an open and sustainable digital ecosystem is based on relationships of trust that can be
enforced through a legal basis, and implemented through rules of governance. This system regulation
ensures participatory opportunities for all and avoids risks of abuse and power imbalance.

The current progress of the open data, open science, and open source technology movements inspired
this project to try to create a “Creative Commons” model for API Terms of Service, as a contract that
could be automatically read, controlled, and enforced to enable clear and trustworthy interactions and
data and services exchanges between infrastructure and applications.

The goal of APITos project is to encourage open and fair APl-enabled digital ecosystems with:

Mechanisms to foster

Simple rules of the game
properly stated and
understandable

An integrated and coherent
(but not rigid)
legal framework

communication and trust
between all ecosystem
stakeholders involved

L API Terms of Service: FACT - Digital Infrastructure Grants - 2023

31



Main inequalities and frictions encountered in the

API ecosystem today
APIToS Project survey findings

42%

of people never check on API changes
or do so at the beginning of the
project or when there are some visible
consequences

&

25%

The majority of people have moderate to
low reading with APIs (52%). Over 25%
never read API change notifications and
only 23% read them moderately

X
S
0o
£

30% 8%

Interactions with API producers are
mostly moderate 30% or very weak 30%
or non-existent 8%

o
N

More than 70% of people are notified by email. The other
channels are mainly social media 34% and or colleagues 30%

N\

23%

™
15%

APIs and APIToS are a
reflection of the critical
asymmetrical powers
interactions led by big
platform API providers

31%

Survey respondents felt that
copyleft principles in APIs
would have a positive impact

Thought that copyleft was
appropriate for specific cases

Thought that copyleft could
have a big impact on the use
of software via APIs

Via interviews and surveys, we found that APl and APIToS were a mirror of the major asymmetrical
interactions that exist in digital infrastructures between platform providers and users:

There are constraints on small
stakeholders ability to participate
in digital ecosystems at the level
they would like

There is pressure for API
consumers due to the business
and strategic decisions of big
platform API providers

There is often a lack of
communication between API
providers and APl consumers

There is pressure for APl consumers due to the business and strategic decisions of big
platform API providers

Frequent changes to APITos leave APl consumers without the ability to interact or negotiate on these
changes. As a participant of our study explained:

The notifications are always along the lines of ‘By the way, we're going to change
everything in two months. If you're not happy, stop using it." You accept the terms or
you do not use the application.

Interviewee
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API modifications often reflect the strategic business directions of the API providers with direct
repercussions on the functionalities that the API previously provided. This also occurs as a consequence
of an acquisition, where an API provider makes decisions based on their regulatory context or preferred
business model. For example, in the case of data privacy and security, acquisitions can significantly alter
the level of risk for the APl consumer, especially when company purchases impact ownership across data
privacy jurisdictions, as was the case when Mailjet was bought by a US company, and therefore became
subject to the free flow of data restrictions between US and European:

Following the acquisition of Mailjet, it seemed that it has been taken over by the
Americans, I'm not going to manage customer databases and contacts with a company
that is now under American governance, and therefore subject to the USA [data privacy
laws and not European GDPR requirements].

Interviewee

Asymmetries are also reflected between different API suppliers in a system with stakeholders having
different impacts/powers. An APl ecosystem is by nature interdependent: one API service might draw
on data or functionalities being provided by multiple other APIs. For API consumers, each individual API
has some value, but it is their work in integrating multiple APIs into a workflow or production system that
generates the real value for them, but the API provider has greater power in being able to influence the
sustainability od this end system, because they can change their APl which in turn impacts on other APIs
and the overall flow of data and service creation:

The APl itself, in the end, it's [value is [not that great, [it's] the effort you put into creating
it and providing the service with the added value that'’s there, so the implementation

Interviewee

There are constraints on small stakeholders ability to participate in digital ecosystems at the
level they would like

Frequent changes from smaller API providers that are dependent on bigger players can be harmful to the
survival of these companies. A small change from a larger platform provider can have a critical impact and
put a lot of burden on small/medium stakeholders in an ecosystem. For example, accessing an API that
has introduced an expensive entrance cost:

For actors like us, because in fact, we're not in an economy of very rich people,
unfortunately, we have to do things as well as possible, but without it costing too much,
we can'’t do everything by ourselves. So we are always a little bit dependent on others,
but we always have to find the right balance in this world on the reuse of other APIs.

Interviewee

£ API Terms of Service: FACT - Digital Infrastructure Grants - 2023

33



The centralization of power amongst a few API providers with a critical mass and strong internal legal
resources can impact on the diversity and health of an ecosystem.

Small and medium stakeholders in a digital ecosystem are the first to have to deal with the impacts of
digital platform regulations. This puts a lot of constraints on those who don’t have allocated resources to
deal with legal issues. In academia, for example, it is difficult to find resources that can help to settle the
legal and ethical needs related to API and the use of data.

Just to underline that, especially in the last few years, it was really a big battle to be
able to continue to provide the tools that we can provide, that’s why, on the one hand,
the lack of resources, but also the growing difficulty to manage quite a lot of different
subjects, including ethical considerations [...], legal issues, it existed before, but I think
that today, all that is much more pointed.

Interviewee

There is often a lack of communication between API providers and APl consumers

Asymmetrical interactions are also expressed through how communication occurs between API providers
and consumers. For example, potential APl consumers may need to request access to platform provider
APIs using a standardized form without any individual contact details being provided. Decisions on use of
the APIs may be made without any direct explanations if the request is rejected, leaving APl consumers
unclear as to why they have been locked out of participation in digital ecosystems.

Case study: how does conducting social research become big platform
decision-dependent ?

In the digital age, using social media platforms to conduct some academic social sciences research
is essential. Interactions with these platforms to gain access to data can be difficult:

It depends a lot on the platforms, in our experience, we almost never have direct
contact with the platforms, so there is no channel, there is no phone number, there
is no e-mail where we can hope to get answers, and then, there are platforms that
have put in place certain processes, for example, to audition, so, [...] well, you have
created a tool, you have to submit it and [they will] decide] if it can continue or not,
and in that context [...] it's always very few words, it's always very little interaction,
it's a very asymmetrical relationship, and we, we provide documents and then we get
one sentence answer.

Interviewee

£ API Terms of Service: FACT - Digital Infrastructure Grants - 2023

34



API use cases and user journeys

The API ecosystem is made up of a large number of different actors involved, which makes it rich but also
complex. To better understand API ecosystems and the potential role APIToS can play in the creation of
more trustworthy and sustainable ecosystems, it is necessary to understand the different profiles involved,
their roles, their interactions with APIs and APIToS, their practices and their demands.

Based on the project interviews and survey responses, this study designed :

User personae to help understand the amalgamation User journey maps that identify the points of
of points of view around typical scenarios where API agreement and the challenges encountered today when
consumers need to access an APl and review API reviewing APIToS ahead of incorporating APIs into
Terms of Service production use cases

API user personae

Based on research interviews and prior industry expertise of research team members, we designed several
user personae to give an overview of the different contexts where APIs and APIToS are used, the people
engaged in API use, production, and regulation. Seven profiles were proposed, as shown in Table X.

g API Provider Personae .Q API Consumer Personae .\@%i API| Ecosystem Personae
-

API product manager for business Developer consuming APls Policymaker

Platform business owner Product manager consuming APls Open source/Copyleft advocate

API Provider for public
sector/research

The following section describes two of the personae, with all 7 profiles documented in the Appendices.
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API use cases and user journeys

API Product Manager: the human interface between internal company teams and external API
consumers

Grace is an API Product manager in a large company. Her daily role involves supporting various teams

as they manage the technical aspects of APIs (advancing their design and development) and to be the
interface with the community of external developers using the APIs: responding to their feedback and
requests, building a community and resource library so consumer needs are met by the APIs, and making
sure they receive value from the use of APIs. She discusses APIToS with different teams within the
company (including platform business and legal teams as well as with the technical teams responsible
for the APIs performance). One of her key challenges is to ensure that proposed API features requested by
users are always aligned with the company business model.

g API Provider Persona Overview

Grace Hopper 35 API Product Manager High
USA

Story with API API uses (what kind of API, frequence, name, etc.)
Grace is APl PM at a large corporation. She knopws well She is responsible of different APIs on the company
hot to run a large corp projects work and had a technical portal, as much about the design, development, security.
background. She believes in open models and platform She talks to business analysts about pricing plands and
models and had decided to become an API PM to apply it customer acquisition to develop the API Business model.
at scale.
APIToS uses (reading, writing, etc.) Interactions with API providers, legal team, etc.
She is involved in the APIToS discussion on the She consults what other API providers are doing and talk
Developer onboarding process and gives back feedbacks with internal stakeholders to align the APl with company
to the platform team and legal team about users. business model.

Motivations/issues with API

The goal with APl is to maximise the developer activation rate and the lifetime value of APl consumers.
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API use cases and user journeys

Developer Consuming APIs: integrating external software components to work faster

Ada is a developer who regularly makes use of open source technologies and third party external APIs.
She sees APIs as external software that she can integrate to make her projects go more smoothly, and

to build her solutions (whether that be an app or a an automated business workflow) faster. She reports
to an architect lead, so when she is first building solutions, she jumps over the APIToS and integrates the
API to test whether it will work in her proposed solution. If all goes well with her proof of concept, she lets
her Architect Lead know what APIs have been used in her project and she assumes there is some review
around the external APl usage at that ‘higher up’ level.

.‘,O API Consumer Persona Overview

Ada Lovelace 33 }-4 Developer High
Scotland

Story with API API uses (what kind of API, frequence, name, etc.)
Ada works with software open source software and 3nd Her company project builds and consumes internal APIs
party APIs daily. She also develops internal APIs. For her, for their own application. They also consume 3nd party
an APl is just an external piece of software that can help APIs for specialised capabilities like Al, SMS, Payments,
her achieve her goals. and Speech to text.
APIToS uses (reading, writing, etc.) Interactions with API providers, legal team, etc.
Ada never reads API Terms of Service she just ticks the Ada works with her Product Manager who reports
box “I have read and accept API ToS" to get her API directly to the Chief Product Officer. She knows there is
credentials as fast as possible to be able to try the API. someone in charge of every contract but she never has
She reads the docs, the pricing and the licence of Open real interactions with them. Sometimes she goes via a
source SDK'’s and libraries. 3nd party lawyer to establish all the SaaS contracts and

Terms of Service.

Motivations/issues with API

For Ada, APlIs are just access to software that can be useful - it just happens to be software made by someone else and
accessible via HTTP. She uses lots of open source packages, and APIs are just another tool to solve a problem.
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User journey maps

As a complementary resource to the personae, we outlined two typical user journeys in order to
understand the different phases of interaction with APl Terms of Service depending on the user role. For
this exercise, we looked at an APl Product Manager like Grace from the API provider lens, and an API
Developer like Ada from the API consumer lens.

API Product Manager: Identifying opportunities to create API products and working with legal
teams to publish API Terms of Service

A product manager like Grace wants to create an APl product. Four phases of this journey were identified:
product development, legal review, publication, and change management. The most challenging stages
for Grace relate to the engagement with legal teams. For example, she might start by reviewing existing
APIToS of competitors. This takes time and is complicated by the lack of standards in the industry
outlining what should be included in an APIToS so each one she is reviewing is different making
comparison confusing. Then, when she is drafting the APIToS, she works with the legal team that is

used to putting clauses in legalese text that Grace herself finds difficult to understand. Grace will also

be responsible after the APITos is published to keep API consumers when there are updates or changes
to the APIToS and she must create processes to communicate to users, even though she does not have
contact information for all APl consumers in her community.

API Provider User Journey
&~ Product Manager identifies opportunity to create API Product and works with legal team to publish

API Terms of service pcah)ve
[ v ] aee | L s
neutral
5 years software development, 5 years moved into Understands API product development but keen
35 product manager role, originally working on web to delegate API terms of service to legal team,
@ and mobile app product but now looking to extend sees API terms of service as a distraction when '
into platform business model and starting to offer leading design and business model of an negative

Product Manager APIs to external parties APl-as-a-product opportunity

©

phases

API product Contact legal Review API Terms of Need to Change made New ToS Updates to
2 being department industry Service update Terms to API ToS version Terms of
g developed standards documented gf Ser\{lce published Service emailed
identified to user base
Product Product Legal and Legalese API Product API Provider API provider API provider
manager manager aletts product teams Terms of manager legal team updates terms of instructs
identifies legal review Service identifies new attempts to service on their ~ communications/
8 opportunity and department to competitors published feature, strengthen site marketing and
% builds product inform of new terms of service following responds to providers API product team
- roadmap for an terms of service industry customer viewpoint of to work together
E API need standards with request for API Terms of to email update
£ confusing clarification, or service to to API registered
E’ terms and responds to respond to subscribers to
o

unclear recent legal potential threat inform them of
provisions, with fines facing terms of service
many caveats competitor change, and
of rights of news item posted
provider to on developer
change as sees portal
fit
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API developers: Finding, assessing and integrating an open/public API

For API developers like Ada, five different phases were identified (need discovery, test and review, decision
and deployment, and commercial production) in the user journey to find, assess and integrate an open/
public API. For an API consumer, the first negative experience occurs when signing up to the developer
portal. At this stage, the developer often accepts the API Terms of Service without reviewing them in depth.
While this helps them work quickly towards testing the value of the API against their use case, passing over
this step creates some challenges further down the track when they are giving a demonstration of their
proof of concept. At this stage, their Architect Lead or another member of their leadership team may ask
about any identified risks with using this external API. Security, legal or risk management teams may then
get involved and slow down any further work towards completing the proof of concept project until APIToS
clauses are understood and agreed. This may affect Ada’s key performance indicators or work performance
as her project is put on hold and begins to fall outside of deadlines as this work is conducted. Finally, when
the project is moved to production use case, Ada must ensure that she has set up alerts to monitor if any
APIToS changes are made so that she can alert internal stakeholders that must again review the decision to
keep the project in production with any new legal clauses being introduced.

Q API Consumer User Journey

How an API developer finds, assesses and integrates an open/public API positive

neutral

3 years software development, including Can use whatever APIs they like although their
@ 33 consumption of multiple APls manager needs to sign off before they go into
production. Often uses APlIs in proof-of-concept
projects or to integrate functionalities like negative
Developer payments (Stripe/Adyen), in-app messaging
(Twilio), or mapping (OpenStreetMap) @

Identifies Seeks Assesses Signs up to Reviews Implement Proof of Where API
need solution options developer documentati APl in proof concept accepted, consumed in
portal on in greater of concept assessed for APl used in production
depth possible production use case
use of APl in build
production

©)

©) OF
/\\O/ \

©) ©) ©)

Developer Developer Developer Developer Developer Developer Developer Reluctantly, Developer
identifies identifies signs up for signs up follows implements prepares proof organisation establishes
need through options APIs or uses online and getting the AP, of concept for instructs alerts
business through interactive accesses free started guides debugs where internal demo developer to for changelog
requirements Google documentation plan, and to begin necessary and build APl into and status
or product search, API in online docs accepts implementatio presentationto  use case. Some  page updates
roadmap tracker, to test APls Terms of ns, downloads product APIs require so that they
planning RapidAPI, available and Services with helper manager, approval foruse  are informed.
Postman, reviews use minimal libraries, code Developer in commercial Unsure of how
Programmabl cases review in samples, unable to application, so to update
eWeb to assess order to test SDKs respond to developer needs Cl/CD
@ functionality APIs in proof questions to prepare processes to
S and of concept about risks, documentation ensure they
8 fitness-for-purp approach. impact of using  to demonstrate arein
2 ose Confirms external APlas ~ how the APl is compliance
3 account to get part of being used, in with Terms of
5 API commercial other cases Service, or
_g credentials production developer whether they
2 because Terms receives need to

of Service are authorisation to
confusing or sign up for paid
opaque onuse APl subscription
case need and and tries to
change check API
implementation Terms of
policies Services more
carefully and
identify who to
inform internally
about key
provisions
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Users and use case journeys in practice: findings
from research

Interviews and community responses validated some of the concepts we outline in the user personae and
user journeys. We found that they range true for both community and business-based approaches.

Ecosystem/community-driven approach

In the context of open science practices, open access to data and publications are anchored in some legal
rules (such as licenses). Research respondents noted they have found it easier to create value from data
based on the availability of APIs, as this researcher mentioned:

“The large digital archives are now APled, it is very easy to interface and it works very
well in an open science framework precisely because, as long as we are open data, we
know that we can connect via the APIs afterward to do the processing we want, it really
simplifies the use of these data.”

Interviewee

When the API gives access to resources that are already described under free or open licenses (source
code, data, content), most of the interviewees transfer the intrinsic moral and community-driven value of
the resource to the interface.

Business approach

Where the API is provided by a for-profit company as-a-service, or where costs of providing the API are
passed on the APl consumers, businesses protect their right to oversee how reuse of the data that is
provided, and define their rights to negotiate on service level expectations, price and any potential future
changes to their APIs. In the case of API-as a service, the importance is on the possible use of the API and
the trustworthiness of services related.

“I systematically look at the services to know what the service level of the APl is, how
it will work in terms of availability rate and life cycle management? How long are the
old versions maintained? How are changes managed? That sort of thing. Are there
any particular issues? So, it's not necessarily linked to the APIs, but to the reuse of the
service as such for the package in an offer, so, it’s a little bit the product that we buy
with an API, it’s its use as well as technical, legal?”

Interviewee
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PART 03

BUILDING THE FAIR APl FRAMEWORK: TOWARD
A NEW MODEL FOR API TERMS OF SERVICE

What improvements can be made to APIToS?

Our research study first needed to define what elements are needed to create a trustworthy and
sustainable ecosystem. Through research, interviews, focus groups and our survey, we found that there

are three main points at which action can be focused:

Enabling the creation

Enhancing trust Simplifying the
and sustainability of

larger API ecosystems

between API providers contracting process of
and API consumers implementing an API

Amongst survey respondents, facilitating trust was seen as the most important element (by 69% of

respondents) to focus on:

According to you, what would be the most important criteria to improve APl ToS?

y
69% 65% 42% 4%
Enhance trust Simplify the Enable the creation Other
between consumers contextualization and sustainability of
and suppliers process of API larger APl ecosystems
Concerning the trust, four actions were proposed:
Clarify the
exchange _
framework between Propose a version
providers and of the ToS that is
consumers: clarify easy to understand:
therights and duties a . use natural
of consumers, Ianguggg, apply
the communication the prln.CIples of
framework, and the parsimony
answers provided Have an open
by suppliers - API: make an API
Facilitate the accessible to

) tracking of ToS: . ) everyone without
track and anticipate registration/
APl or API ToS authentication
changes required.
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Concerning the simplification of the contracting process of an API, we noted three main options:

Clarify the role of
API providers Facilitate the
(e.g. SLA P e o compliance of APIs
commitment vs. with regulatory
notification of obligations
any APITos Use standardized (GDPR, open data,

changes, use of

versions of ToS sovereignty, etc)
to facilitate the
comparison of

ToS and associated |
services

(BtoB, BtoC)

standards, etc)

Concerning the creation and sustainability of larger APl ecosystems, five suggestions were raised:

_Promote APIfy the API Give more
interoperability ’ .
) L7 ToS: make it space to open
and interfacing: . . ; .
) ) is possible to dimensions
make it easier
. access the (open source,
to combine
. Promote API conditions open data,
different APIs .
automation: through the API . open API)
together make terms Mutualize the
easily machine W”““9 of ToS
and human- by relying on a
readable and common base

understandable

Let’s say, | don’t know, a company that sells services to its customers uses my Open API
to give it to its customers, wouldn’t that mean that all of that company’s service becomes
free, and that the product it would create with my API, which is free and | want everything
done with it to be free, should be free for its customers? Then, is that something that’s
realistic? | don’t know, but you can't, and then it’s the producer’s choice.

Survey respondent
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Survey respondent comments:

Trust is all about consistency. If applications break when something changes, this breaks
that level of trust even if it takes a few hours to fix.

Survey respondent

APIToS are often complex to read and so we can be unsure of what they actually mean,
so have less trust.

Survey respondent

Consistent templates would help a lot, so that everyone can easily understand what to expect.

Survey respondent

Having standardized APIToS would be of great help to compare service providers and
also to create your own APIToS.

Survey respondent

Ease of onboarding partnerships with automated processes and simple API ToS help
grow the APl ecosystem.

Survey respondent
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APIToS standardization: different options

proposed

Based on research interviews and the exploration of other initiatives at the crossroads between APl and
legal design, we propose other potential impactful activities for more sustainable digital infrastructure
using and providing APIs with their API ToS:

An evaluation grid
or/ a score giving
an approximation of
the openness and
sustainability of an
API concerning API
Terms of Service
(eg: TOP Guidelines,
open ethics vector)

Using a framework
available for
anybody who
wants to create
a better ToS API
(like Guidelines or
Model contracts).
For instance, the
INTILA project
(Model contracts
for licensing.

interoperability
information)

A certification
or label, that
guarantees that
main critical clauses
are participating to
the sustainability
of APIs (eg.
“Sustainable and
open API suppliers”)

e ’

A law, that will
oblige to clarify
certain clauses for
certain use cases
(data storage
localization,

personal data, etc).

These actions have different levels of application and implications (including benefits) for ecosystem

stakeholders.

S API Provider
2

= ( )
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S API Consumer
2

—
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) ()

@ -

S API Ecosystem
2]

U=

c
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Facilitate
interoperability
and interfacing between
APIs and ToS (time-
saving and efficiency)

Give confidence
to users

Rely on a common
base, so providers
do not use resources
reinventing the wheel

Greater confidence in
the data providers

Reduced power
imbalances and
asymmetries
(communication, usage
constraints, adaptation
to changes)

Eliminating the
economic stakes from
the ToS to make them

more sustainable

Rebalancing power
relationships in open
ecosystems

Integrating ToS into
current dynamics
of digital economic
regulation (GDPR, data
sovereignty)
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https://www.cos.io/initiatives/top-guidelines
https://openethics.ai/vector/
https://op.europa.eu/en/publication-detail/-/publication/5adbafd8-2498-4e57-9f11-f7d8026aa88b/language-en
https://op.europa.eu/en/publication-detail/-/publication/5adbafd8-2498-4e57-9f11-f7d8026aa88b/language-en
https://op.europa.eu/en/publication-detail/-/publication/5adbafd8-2498-4e57-9f11-f7d8026aa88b/language-en
https://op.europa.eu/en/publication-detail/-/publication/5adbafd8-2498-4e57-9f11-f7d8026aa88b/language-en
https://gdpr-info.eu/

Throughout the project’s engagement with industry and stakeholders, these options were discussed to
identify the most appropriate and pragmatic solutions.

The most favored options were a set of licenses as a standard and the use of guidelines. Laws and a label
are less approved or not encouraged by respondents.

VLE Very Large Extent ~ LE Large Extent Modera Moderate Extent ~ SE Small Extent VSME Very Small Extent
VSME Very Small Extent  NATal Notatall  CP Counter productive

Defining a set of 46% 34%

licenses as a
standard

An evaluation
grid or/a score 34% o,
giving an 19% 31% 8% 4%

approximation

Using a 42%
framework 27 %
(guidelines) ? 12% 15% 4%

A certification/ 30% 34%
label 8% ? 8% 8% 4%

A law, that will
oblige to clarify 37%
certain clauses 12% 15% 12%

q [+)
for certain use cases 4 /0

8% 16%
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Making API ToS readable and understandable:
drawing on next generation legal design initiatives

Drawing on legal design examples: making legal agreements more user-
friendly and understandable for APl ecosystems

Before proposing solutions to demonstrate the idea of improving the exchange framework between API
providers and API consumers, our research reviewed inspiring initiatives at the crossroad between legal
design and standardization efforts.

In addition to the Creative Commons model, we studied five other initiatives that demonstrated a legal
design approach.

== Terms of Service
=" Didn’t Read

“I have read and agree to the Terms"

is the biggest lie on the web. We aim to fix that.

ToS;DR

This project aims to collaboratively gather all
Terms of Service with a manual evaluation of how
respectful or harmful they are on specific clauses.

& https://tosdr.org/

Scripta Manent est un outil en ligne qui permet de mesurer les changements entre deux dates
du 3

Scripta Manent (part of Open Terms Archive)

Scripta Manent is an online tool that allows you

to measure the changes between two dates of a
contractual document of your choice. Precious for
consumers, lawyers, the regulator (who can measure
the platforms’ commitments), the legislator (who
can analyze the logic by which companies try to
circumvent their texts), journalists, researchers in
law, and legal rech companies. Open Terms Archives
is a project aiming to collect, store and compare all
Platform Terms of Service and API Terms of Service
included for evaluation, notice or forensics.

& https://disinfo.quaidorsay.fr/fr/open-terms-archive/
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Conditions d'utilisation du service
de Snap Inc.

Open Terms Archives

Open Terms Archive is a free and open tool for
monitoring and archiving changes to the general
terms and conditions of use of the main online
service providers. It allows defenders of user rights,
regulators, and any interested person to follow the
evolution of these conditions.

& https://disinfo.quaidorsay.fr/fr/open-terms-archive

<@« o < of>

1 scaling to mark the extent to which every “value is
end-users to choose relevant products based on

o3 [
S

Open Ethics

Open Ethics for Al is like Creative Commons for
the content. They aim to build trust between
machines and humans by helping machines

to explain themselves. They're developing an
open transparency protocol to help product-
owners describe their Al-powered solutions in a
standardized, user-friendly, and explicit way. Open
Ethics is a global inclusive initiative with the mission
to engage citizens, legislators, engineers, and
subject-matter experts into a transparent design
and deployment of solutions backed by artificial
intelligence to make a positive societal impact.

& https://openethics.ai/




(® HARMONY = T

What is HARMONY? o Get the Agreements @ How to Get Involved

Projec
grou

Free API License

pr

B t 5
¥ (eg. it takes PULinto account but not GDPR). The license is not

Read more @

license terms.

Harmony Agreements Swedish API License

Project Harmony is a community-centered group
focused on contributor agreements for free and
open-source software (FOSS), launched in May 2010.
Contribution agreements enable more people to
contribute code, by reducing the cognitive cost and
legal time of reviewing contribution agreements

The Swedish API License is a project aiming to help
companies generate standardized API Terms of
Service clauses based on a standardized framework
and with an automated wizard.

& http://www.harmonyagreements.org/ & https://disinfo.quaidorsay.fr/fr/open-terms-archive/
scripta-manent

Applying legal design lessons to APIToS

Today, APIToS are far from being standardized. Many API providers draw on existing Terms of Service and adapt
them, sometimes just copy/paste-ing some other APIToS without knowing what it means for their business.

Moreover, most ToS of APIs are written by people that have no idea about legal terms so
they are useless.

Survey respondent

To improve APIToS readability, one solution is to standardized the different clauses used in APIToS. Our survey
asked respondents which clauses should be prioritized in a standardization approach of APIToS:

Revocation/termination API policy

Service Level Agreement

Payment, plans, pricing and business model Must include

« [ |
Breaking change policy of API and notice
API copyright policy May include
I
a% (4%

Data re-use and commercial re-use policy

Should not include
Data storage and localization

Personal data regulations compliance

C T Outside of Tos
. ]

Attribution from users and trademarks

B e e %

T f i h li

erms of Service update and change policy | dont know

L ]

Authentication/certification for the use of API

Communication: information and exchange with users
E
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The most popular clauses were:

@ @ \69 \69 = = -

Revocation Rules for Rules for Reuse Regulation of Service Level Authentication
rights updating ToS changes made of data personal data Agreements

Suggestion from a survey respondent:

Start small. Generation zero may be to just identify a common framework to then hang
optional clauses on. From there, establishing common working for optional clauses,
then for those that make the clauses mandatory - some kind of recognition, branding, or
certification. Let the market then decide the utility and path forward.

Survey respondent

Machine readability of APIToS

One important legal innovation of Creative Commons licenses was the possibility to be usable and readable

for humans and machines. Different solutions are available as a link with the API Definition document already
existing, like OpenAPI documents. During the study, machine readability has been acknowledged as an important
element for more interoperability and regulation between different APIs as this comment highlighted:

Their terms of service would all be the same, and there would be a machine-readable
discovery to certify and say, yes, actually they all work the same.”, which can be the first
step for a potential federation of API.

Survey respondent

Several elements have been attached to a possible network of standardized API and the need of governance of
API to regulate the changes:

In fact, maybe we need to think about API governance as well, why not in the clauses that
describe the API and specify who has the right to change it on their own or what change
process they are committing to.

Survey respondent

This federation could be based on a logic of contribution, a principle of equity, a notion of copyleft but also an
ecosystem of open tools such as Open API. For example, some API providers are interested in asking some
counterparts or retribution in order to use the API. For instance, some may want to still access the data provided,
track queries data and analytics.
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According to project workshop participants, a machine-readable APIToS could help in several ways:

( )
Discovery

@m a developer may want to use APIs only with a certain type of clause, related to a company’s
SLA. This can be integrated into API marketplaces or search engines.

Facilitate APl mashups

(3

& the ability to build and integrate APIs in integration platforms could be better managed to
address rate limits of various APIs. NoCode/LowCode ecosystems could check API rules
automatically, especially regulations between different countries at the API contract level.

According to workshop participants, implementing machine readability could occur at several points:

( )
« 2 CRM/Developer relationship management
;@: in APl management solutions could be used for messaging communities in an automated way.
a
. J
( )
=] OpenAPI specification and Schema
: () : could create a schema object defining consumption, production, and publishing. As one

workshop participant noted:

In fact, maybe we need to think about API governance as well, why not in the clauses that
describe the API and specify who has the right to change it on their own or what change
process they are committing to.

Survey respondent

. J
( )
In HTTP headers
E As some headers already show rate limits, links in the header could also point to more clauses
of the APIToS.
. J

There are direct use cases for machine-readable API Terms of Services, while we need more understanding on the
human level to be able to automate things and enforce rules automatically. It may be also complex to find the limit
between what can be automated and what part of the law will stay out of machine readability. It may be easier for
technical clauses where we can put a number on it (rate limits, SLA, quota, cache time, etc).
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Proposing the Fair API Commitment to Trust
(FACT) Framework

Dedicated to the fundamental commitments for the establishment of a trust framework, the FACT “FAIR API
Commitment to Trust” framework proposed a set of compatible clauses allowing the use of such a tool in
different situations (business, research, open, etc.) and to make more visible some additional commitments such
as openness (open source licenses, open data, copyleft, etc.).

FACT - FAIR APl Commitment to Trust

Fair use policy Loyal change policy

. Rules on API users' rights to catching, storage and Fairngss and Transparency of change/ Guarantees on
Details maintenance and services via the API breaking changes
This API has a fair use policy This API has a fair loyal change policy

Pictogram @ I
Category APl API Ethical Loyal Reference
access specification data policy output policy and attribution

Rules on reuse and Rules on ability Rules on reuse data Rules on reuse of Rules on how data
access to API to reuse with or exposed via the API outputs from API and services enabled
Details without usage via API should be
modifications explained to

external parties

API CC Zero Licence Large All commercial Attribution
Default Neutrality on specification data reuse reuse allowed requirement

© ®

Options to customize

Options to Restrictive Share Alike licence  Open Data Non direct No
customize 1 access rights on specification contract competition attribution
Options to . Commercial Data Non commercial Trademark

. Share Alike £
customize 2 contract reuse enforcement

Pictogram @ @ @

This prototype without legal design layers was one of the main resources explored during project workshops. The
first draft can be used as an explanation page that can be added to any website using it.
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How to implement the FACT framework: feedback

from a co-design workshop

Through a “New Models for API Terms of Services” focus-group/co-design workshop, several suggested
improvements were proposed:

r

N\ ( ( A
(© (©
8 O @ @ @
® O a0
O O
Framework appropriation by Framework integration into Possible use of the Framework
potential users daily tasks of users in an automatic manner by
machines
. J \\ \ J

In general, the idea of a FACT Framework has been acknowledged as a useful tool to support API providers to
ensure they have clarified key provisions when making an API available to their identified audience, and to help API

consumers navigate to key areas of a Terms of Service.

While API terms of Service structures can be improved, one main point made during co-design workshops is
that API Terms of Service (API ToS) themselves are only one mechanism that can be used to build trustworthy

relationships and to foster trust between API providers and consumers.

Several other mechanisms within and beyond the APIToS were suggested.
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Be sure that the framework is
working for all kinds of API

Should be written in plain language
with some short sentences to easily
describe each clause

A Terms of Service could start with

alist of DO's and DON'Ts (or MUST/
SHOULD/etc) to more clearly explain key
provisions. For consumers, this would
include understanding commercial use,
appropriate usage, and how changes will
be communicated/addressed

Have some pictograms (not more than
6 to avoid complexity) related to this
list of do’s or don'’ts at the beginning or
some warnings

Links within the other contractual
document to help navigate where
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Key constraints and clauses of the terms
of service should also be described in
other developer resources including
getting started guides, onboarding
emails, resources to support developers
when moving from sandbox to
production APIs, etc

In a FACT framework webpage, be sure
that the link with other agreements is
updated or add a sentence to indicate
the commitment of the providers to give
access to the other agreements (APIToS
are not the only document to build trust
with users)

Indicate clearly the link with other
initiatives (open terms archive, etc.)

Trust labels from an independent
authority that could be used as a trust
signal on the developer portal homepage,
reviewing a developer score and reviews
by developers on the value of the API
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PART 04

THE FUTURE OF APITOS FOR ENFORCEABLE,
OPEN AND SUSTAINABLE DIGITAL

Exploration of FACT new business models for trust

In a direct transposition of the trade credit insurance model that guarantees the financial and technical
stability of companies trading with each other, better standardized FACT can lead to a digital insurance
model that guarantees the financial and technical stability of an APl connection between two companies.

Trade credit insurance is used when a company delivers products to another company, and accepts to be
paid later. The “gap” between the delivery and the payment is a financial risk, because if the company goes
bankrupt during that period, the shipping company will never get its money back.

To address this risk, independent third party companies rate the financial stability of each company and
depending on the rating, they guarantee (or not) the payment of invoice to the supplier. By knowing that
an insurer guarantees the invoice to be paid, the supplier can make better payment conditions to the
customer. It augments trust because of an existing contract that can be verified by a third party.

Standardized FACT can play a similar role to the third party insurance contract that companies engage. If
companies fail to respect their engagements, a liability and compensation will be given to the other party.

APIToS & FACT: a pillar for the future of open science

Since the beginning of the internet, scientific and academic communities have been one among the first to
support the principles of free circulation of scientific information and the freedom and equality of users to
access information.

Open access to scientific publications was advocated by researchers, librarians, and free software activists
to fight against a retention of scientific articles behind paywalls. This practice is considered unfair because
researchers write articles with public funds and without payment. Having to pay subscriptions (through
university libraries) moreover for digital versions (which cost less to produce) appeared as an aberration.

Today, open access has become a prerogative of the funding institutes for any publication of articles. This
has required the scientific publishing world to adapt and propose new models (for example, subscription-
enhanced access under ‘diamond’ or ‘gold’ levels of additional services). More than scientific articles,
another question quickly arose in the scientific world: how to open access to the data and source codes of
research? What is the point of publishing an article if the computational method used and the associated
data cannot be verified but also re-used by other researchers? Under the terms of open science, these
principles of openness and sharing are now at the heart of public research policies that try to balance

the relationship between publishers and data providers and to reduce the possible abuses of some
monopolistic actors.

If open access seems to be part of the new habits of these players (notably pressed by measures such as
the ), the devil is in the details. If we look closely, especially at the core of publishing and/or platform
terms of use contracts, we quickly notice that closing mechanisms are at work. These are often more subtly
hidden in the terms of services of digital infrastructures and APls.
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To illustrate this point, one of the most striking examples is the contract signed between the Swiss
academic libraries consortium and Elsevier, an international scientific publisher often boycotted for its

closed publishing practices (see for example the campaign ). In several countries,
academic libraries are grouping together in consortia to negotiate subscription contracts to their advantage
with major players in scientific publishing. The Swiss academic consortiumin a of 2019

highlighted the negotiations done with three major publishers (Elsevier, Springer Nature and Wiley) and the
progress made in terms of open access (a pilot case of gold open access). In the face of this supposed
embellishment, a more critical reading of the contract with Elsevier allows to bring some nuances. New and
much more subtle mechanisms of control and closure of information were found in their APIs.

By reading the contract, we discovered that the is made available to access this publisher’s
gigantic database and thus allow for Text and Data Mining (TDM). TDM gathers a set of methods to extract
information from such databases and to process a large mass of data in an automatic way. These practices
are essential today to better understand scientific trends and tendencies. For institutes, it is also a way to be
able to evaluate the research conducted within their community of researchers. However, in this contract, it
is clearly noted that each product resulting from the API remains the property of Elsevier and is subject to a
copyright and a set of reserved rights (far from the principles of licenses favored by open access and open
source).

Thus, while there are efforts made to open up publications, other research objects (for example databases
and data produced via APIs) are still subject to controls and restrictions on use that are contrary to the
principles of open science and open access. And this in a situation where the economic models are moving
from the rent from resources (payment of articles) to the possible valuation of a large amount of data
(creation of recommendations, services, etc.) This example taken from the world of research shows how
the dynamics of openness, whether in terms of open science, open data, or open access, must also be
reflected in digital infrastructures to ensure that they are fair for all actors in a digital ecosystem.

APIs are on the one hand an excellent example of an opportunity for structured and efficient information
exchange in scientific circles to facilitate information sharing and mutual benefits between several actors.
For instance, the use of APIs is a must for sharing high value-added data (meteorological, statistical)
between private and public actors. On the other hand, APIs can become an element of control and
inequality between different actors if the rules they enforce favor withholding information from the owner or
if they contain abusive clauses (frequent changes, etc.). Today, several research projects, particularly in the
humanities and social sciences, are dependent on the APIs of large platforms (Twitter, Facebook, YouTube,
etc.) for their analyses and it remains unclear as to the terms and conditions of acceptance of their project
requiring access to these APlIs.

For the opening of data, source codes, articles, and images in a common and general interest requires to
understand the different layers that are intertwined in digital projects and their necessary openness but also
interoperability. What is the point of accessing an article if its use in a database is limited by the conditions
of use of an API?

The first intuitions of the APIToS-Creative Commons project were born from this still not very visible
observation of possible threatens for open science through the APIToS and the rules they establish.
With more than a year of work between complementary profiles, entrepreneur and API experts, lawyers,
researchers and open activists, the APIToS project and its materialization by the FACT framework offers
possibilities to act within different environments.
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For research, FACT can be both an awareness-raising framework for developing vigilance in reading
APIToS platforms used for research. It is also a guide to facilitate the drafting of APIs in a context where
legal insights may be lacking. And finally, FACT plays the possible role of a guide to take into account
the important clauses to be part of a process of openness and the creation of a fair and trustworthy
ecosystem. This project is a first step that in the spirit of being free and open, has the opportunity to be
shared, tested and remixed in different sectors.

Recommendations

Integrations with current API tooling ecosystem

Over the last 15 years, the digital infrastructure industry has seen a large increase in API lifecycle tooling
and APl management. The current API tooling landscape ecosystem includes more than 1100+ tools
strong and still growing, with more and more open source tools to design, build, develop, test, deploy,
manage, secure, publish and version APIs, In this ecosystem, there are many tools or initiatives that
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could directly benefit from FACT documents. This ecosystem has been thriving also because of more
standardization and conventions enabling more interoperability. We recommend that FACT be integrated
into the ecosystem to help improve trust for digital infrastructures.

FACT as a reference in APls.Json

APls.json is a machine readable specification that API providers can use to describe their APl operations,
similar to how web sites are described using sitemap.xml. Providing an index of internal, partner, and
public APIs, which includes not just the the OpenAPI document, JSON Schema, and other machine
readable artifacts, but also the currently only human readable elements like documentation, pricing, and

terms of service. We recommend that a FACT document be added in the apis.json structure as a reference.
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Integration of FACT definition into API descriptions, especially OpenAPI

{‘ What is an API Description?

e Description Validation and Linting: Check that your description file is syntactically correct and adheres to a
specific version of the Specification and the rest of your team'’s formatting guidelines.

e Data Validation: Check that the data flowing through your API (in both directions) is correct, during
development and once deployed.

® Documentation Generation: Create traditional human-readable documentation based on the machine-
readable description, which always stays up-to-date.

® Code Generation: Create both server and client code in any programming language, freeing developers
from having to perform data validation or write SDK glue code, for example.

e Graphical Editors: Allow easy creation of description files using a GUI instead of typing them by hand.

® Mock Servers: Create fake servers providing example responses which you and your customers can start
testing with before you write a single line of code.

® Security Analysis: Discover possible vulnerabilities at the API design stage instead of much, much later.

We recommend that FACT \be included directly as part of the API description. Then, the generation of
clients from the API Description could include directly the API terms if service directly into APl gateways
and APl management solutions, enforcing them at runtime and automatically, instead of staying read-only
hand written legal documents.
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CONCLUSION

APIs involve multiple stakeholders (API providers, APl consumers, regulators, end users, activists) as we
described with the persona and experience map. Everyone has their own knowledge of APIs and APIToS and
various goals and aims influenced by their business/openness culture and the status of resources they are
using (proprietary data rather than open data, open source software, etc.).

Our study highlighted the numerous inequalities that exist between API providers and API consumers,
which are embedded in the APIToS contract. Frequent changes, lack of consistency, and opacity of legal
documents are the main concerns raised by this study. This faces API consumers, developers and also API
providers who may be dependent on some of the bigger platforms like Facebook, LinkedIn, and Twitter.
These inequalities can impact the business model of companies but also impact public interest, as they
affect research studies using digital methods and could reduce the transparency of information available
related to public transport, government, etc. APl consumers also face a lack of understanding of APIToS
documents. Few people read them because of the complexity, lack of standardization and lack of time. The
first priority for many developers is to first test an API, and later they think they will revisit and consider the
Terms of Service...Long term problem become more difficult to anticipate.

With this overview in mind, three main leverages have been proposed to build a standardized APIToS framework:

O 5 3

Trust between consumers Simplification of contextualisation Creation of fair
and suppliers process of API API ecosystems

Building trust with the clarification of an exchange framework has been acknowledged as well as the
development of standardized version in order to facilitate compliance. From a technical standing point,
automation by using APIs has been also raised and shows the importance of machine readability as one
part of the answer. Some clauses from the various APIToS have also been prioritized by the participants
of the study as main elements: revocation rights, rules for updating ToS and changes made, reuse of data,
regulation of personal data and SLAs.

All of these research results were tested during interviews and a survey to help us to design a prototype
of APIToS framework that could be easily used by all stakeholders. One of the challenges was to build an
attractive format in the context of main users that are not used to reading the APIToS. More than a perfect
theoretical model, the model must be adapted to the current ability of the API practitioners to understand
and assimilate easily.

For this purpose, we called upon inspiring sources of legal design and the use of co-design workshop to
propose the FACT (FAIR API Commitments for Trust framework).

The model proposed in this document and the recommendations generated during focus groups about the
appropriation of the model by the different potential FACT framework users as well as through machine-
readable mechanism is now available for further debate and consideration. We hope that this first model
can be the object of constructive feedback and proposition of implementation in various projects to
participate pragmatically in the creation of a fairer APl ecosystem and more globally to more sustainable
digital infrastructures.
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Glossary

aaS is an acronym for as a service (e.g., X as a service), and refers to something being presented to
a customer, either internal or external, as a service, always in the context of cloud computing. As a
Service or Xaa$S (Anything as a Service) offerings provide endpoints for customers/consumers to
interface with which are usually API driven but can commonly be controlled via a web console in a
user’'s web browser. We often talk in Digital Infrastructure about SaaS (software as a service), PaaS
(Platform As a Service), laaS, Infrastructure as a service) but many others are possible

Application programming interfaces (APIs) are machine-to-machine digital interfaces that facilitate
the exchange of data and services (functionalities). - Vaccari, et al 2020

“An APl is not only a building brick, it is also a projection of a product vision, based on internal assets
you can open to the world.” - Mehdi Medjoaui,

API stands for Application Programming Interface, as the interface exposing, representing, and
powering the access and the transfer of resources between applications, locally or over the network.
APIs enable software programs to interact with other software programs in the consumption, the
adding, the processing, the modification or the deletion of data.

Shared resources (cultural, natural, digital) held in common by a group of people/stakeholders
(users group, communities) with a set of governance principles (norms and values) to ensure the
individual and collective benefits of the use of this resources. Commons are defined as a third path
between state and market ( ).

In open source, copyleft is the arrangement whereby software or artistic work may be
used, modified, and distributed freely on the condition that anything derived from it is
bound by the same conditions.
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Digital ecosystems can be described as: “a number of firms - competitors and complementors -

that work together to create a new market and produce goods and services of value to customers”

( ). A digital ecosystem is a network of participation opportunities that allow stakeholders
(including governments and regulators, associations, industry enterprises, small and medium
enterprises, researchers, community groups and individuals) to co-create, collaborate, complement,
coordinate, and/or compete with each other interdependently by using common infrastructures and
tools (such as open standards and data models, APIs, and open source technologies) (

). A digital ecosystem has the possibility to solve complex and
dynamic problems automatically, while drawing on properties similar to the characteristics of
biological ecosystems such as robustness, self-organization and scalability ( ).
‘Open ecosystems’ are those that allow all stakeholders to participate, creating more equitable
opportunities for participation ( ).

Socio-technical systems in a digital environment that share some key features with physical
infrastructures such as ubiquity, reliability, invisibility, and gateways ( ). They play a critical
role today in enabling digital economies, and are considered faster and cheaper to build compared

to physical infrastructures. Digital infrastructures change often (requiring ongoing maintenance) and
are characterized by frequent change of usage and adoption. They are not associated with a central
organization (decentralized nature) and tend to create new challenges for their management (

)-

In this research, we make the distinction between Digital Infrastructure as the legal framework

for digital assets (as software, standards, and protocols) and Digital Infrastructure as the global
ecosystem of digital assets powering digital experiences including servers, operating systems,
frameworks, and applications, representing a digital software supply chain where software
consumes other software on the same server or via another server via the network. We often refer to
this as Digital Infrastructure as as-a-service, as it is consumed over the networks via APIs. Although
we include the first in our research, we concentrate efforts on the second as it seems to be the one
under the pressure of APl Terms of service issues.

A cloud-based service that provides physical, virtual, and additional storage networking products

( )-
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Cloud-based infrastructure for the development of
applications and technologies that are distributed over the Internet, without the need for the end
user to download or handle the user interface ( ).

A resource is anything digital that can be accessed over the network, especially across the
web. On the web, a resource can be data, an audio file, a video file, a text document, a set
of software functions or operations accessible behind an endpoint at a specific location
URI or URL) Resources are accessible via APl endpoints by other software programs.

In the contexts of digital software architecture, and service-oriented architecture, the
term service refers to a software functionality or a set of software functionalities (such

as the retrieval of specified information or the execution of a set of operations) with a
purpose that different clients can reuse for different purposes, together with the policies
that should control its usage (based on the identity of the client requesting the service, for
example). In the context of Digital infrastructure, a service can be executed locally or from
a 3rd party digital infrastructure over the network, as-a-service.

A cloud-based software delivery model in which an application is hosted by a distributor or
provider and made available to customers over the Internet ( ).
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APPENDICES

Project Methodology

The APIToS project is part of the digital infrastructure research grant. It has been conducted
since May 2021 and aims to better understand how API Terms of Service can be leveraged for
the building and maintenance of more sustainable and open infrastructures.

Discover our website: https://www.apitos.org/

Phase 1: Research design

The first phase of the project was an exploratory qualitative phase based on:

+  Qinterviews (av. 1 h) with different profiles (API specialists, API providers, API users in different
sectors: research, transport, finance, etc.) mainly from France and USA

+ Review of initiatives concerning ToS or API or legal design in general

Our aim was first to exchange with different people using, building or regulating API to apprehend
better their understanding and interaction with API Terms of service and highlight the main issues
they are facing and their opinion on a creative commons model. We also reviewed initiatives
(sometimes suggested during the interview) at the crossroad with legal design and API/ToS. Our goal
was to get an overview of some inspiring models and the way we should interact with them (integrate
our prototype to other projects).

A cross-analysis from the different members of the research team with different backgrounds (law, STS,
API specialist) was also conducted (based on the transcript of the interview, and legal analysis of ToS).

Interviews: sectors and activities represented

Interviews gave us a specific view of issues encountered by people using or developing API for their
professional or militant activities. Despite the small number of interviews counterbalanced by in-depth
analysis, we were able to explore various sectors and types of organizations (small or big companies,
public administration, and institutions).

« Public transport: we had two interviews related to the transport sector, one with a company
developing API for mobility services in France and one with an API expert who was working as a
consultant for public transport in the USA.

« Bank activities were also explored with one interview.

+ Academia and public research have also been one of our topics of interest. APl is crucial nowadays
for research to explore different databases with text and data mining methods and create a new
one. Fair use of APl is related to the open access/open science revendications. We had some
highlights from researchers developing tools and platforms for academics using publishers API or
social media API.

«  Our exchange was also with regulators or API experts, working on the field of standardization of
API or Terms of Services in Europe and North America.
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Details about qualitative analysis of the interviews

NB : spécificités API
manque de stendardnsatm‘n
problématique de changement d'API & outrance
Dyssémétrie de pouvoir fournisseur/utilisateurs
Dyssimétrie d'usages des APIS et de leur régulation
Difficultées recontrées par utilisateurs
besoin de design et de modéle pour les API

lecture <

gestion cycle de vie
e Ehibh

mode d'utilisation et de facturation de service

attribution <
rate and trust in APl

rapport aux données : usage, foramt, anonymisation,
gestion du stockage de données

penser écosysétme d'APl comme systéme complexe

Avolr différents usages en fonction des personnes
authentifier

initiatives

APl is an interface it's not the code

Problématiques actuels sur les API et leurs usages : une
entrée par les To

codage inter-interviews < A’P_ﬁ—os 3 mterweﬁé i

suggérer des améliorations sur les modéles des APIToS
et leurs appropriations

4 The important part of this is it sebarates it from the
code is most people don't see they see an APl as code

and the AP, at least the copyright-able version is the

interface.

distinguer travail dinterfaces et services offerts

MB : spécificités AP|

Problématigues actuels sur les APl et leurs usages : une
entrée par les ToS

problématique de changement d'APl & outrance
Dvssémétrie de pouvoir fournisseur/utilisateurs

Phase 2: Survey

Phase 2 of the study consisted of running a quantitative survey. Analysis of the survey
responses, alongside findings from Phase 1 interviews, helped guide the development
of a prototype qualitative framework for describing API Terms of Service in a way that
is understandable and readable by users, easy to produce by providers, and favors open

ecosystems for policymakers.

Phase 3: Workshop

To anchor our preliminary results and test our hypotheses with the API practitioner community,
we organized an online workshop/focus group of 20+ people working with or studying APIs.
Attendees had different backgrounds (from research, industry, legal design, legal studies, and
policy development) and explored, assessed, discussed, and validated the prototypes and

resources developed by the research team.

Our online workshop design was based on the qualitative and quantitative results of Phase 1
(interviews) and Phase 2 (survey results) of the project. Based on these results, we proposed to

the participant:
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The main question to answer collectively:

How to build trust in the use of APIs by clarifying the commitments of API providers and
empowering users?

o The first prototype of an APIToS framework to foster trust between users and providers
and API (Fair API Commitments for Trust (FAIR) framework).

« A et of resources to explore the use of API in diverse contexts and for different profiles.

Some examples of legal design related to digital content and APIs.

Objective
« To have an idea of the solutions to implement with two phases during the workshop

o Phase 1: Selection of the most relevant ideas based on the answers to the questionnaire
and interview and reopening by the participants (divergence). Converge on what seems
most relevant and prioritize 3 key ideas

o Phase 2: See how to design these key ideas with at the end a proposal for a first
prototype (Brainstorming of the possible design).

NB: we are using the double diamond model of design methods (divergence convergence X2)

Workshop Design

Introduction
+  Round table discussion (15")
Phase 1 (1h)
Introduction: presentation of the project and quality results + questionnaire (20)

+  Miro table with key ideas (by theme): addition by the participants of the ideas which
could be missing (20°)

We prioritize the ideas with a how/now/wow matrix (20)
Phase 2 (40’)
+  We take back the 3 main ideas and by group we work on the possible design ideas. (20)
We prepare a synthesis for a restitution of each group. (20°)

Conclusion (5')

L API Terms of Service: FACT - Digital Infrastructure Grants - 2023

65



Workshop organization, feedback and comments

Workshop organization
The workshop started with a presentation of the objectives built around one key question:

“How to build trust in the use of APIs by clarifying the commitments of API providers and
empowering users?”

This question is based on the result of three main questions asked in the survey (Phase 1):
+ According to you, what would be the most important criteria to improve APIToS ?
* How would it be possible to enhance trust between consumers and suppliers?

«  Among the following commitments, what is the level of importance of each clause to
be included in the standardization approach of APIToS?

Agcoding ta you, what would be the most important criteria i vt It L [ it 10 dhinass 1rist Bistwss Aot Toll g commitmerts, what |s he laval af
toimprave 4RI ToS? consumars and suppliers? i of sach clause to be s ina
I:u-- 2 s veom el sl ] s e w e W TET IR LT S LT T e R standardtzatlon approsch of API TaE?
B i AR SN S L vy [ ":':‘“I""“" il mes learna ST WA BT o i ¥ I b 2 el e B
Ak e et i L
we o EEWET
{

T T T S A TSI S I

= R
Vi i il | R e

Lo IR L i |
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= EEEEEy I —
YTy r3 npvaiod v

oo EEESE— bl ETE

‘( WEPIELT I b A |
RO B ] L ¢ ]
TR YT
R e ) ]
........ fh b b b et
. EEEESET
Vimsimpae e AT L iz e aiae
e EYNEEE R L R T

2 Tagl o @859 via LR R N oY |

Ao EE— e [ T

W 1 AR d e e o e s
2r [ EEEEET T e s I S—
IEETE T sneer 1B N e
v S e O T

mliiind PP T L
¢ f
Foclbtate trust sed sinplfy process 1 dPTRy thg APITaS

2/ Propetg o veiiion of the Tas that & gaiy te underitend
8/ Clariby the ralg of AP Proviers
4/ Fagiltate the tracking of Tos

=> How to build trust in the use of APIs by clarifying the commitments
of API providers and empowering users ?

In the workshop, to answer this question, we split the participants into three different groups,
after exposing them to the pre-workshop material and phase 1 results. The goal was to analyze
different user journeys (group 1), design improvements for human readability (group 2), and
design improvements for machine readability (group 3).

L Ol:‘]ecti\/es of the workshop J

Ke«./ question to answer:
How to build trust in the use of APIsg By c[mﬁPying the commitments
of APT providers and empowering users?

3 co“al:om‘tive working groups on ‘top?cs around

a first prototype and supporting resources o

1. Discovery prototype/resources (10')
2. Comment and answer questions

1. Test user joumeys collectively (25')
2. Design improvement (human readibility) P Mgl e o 18

3. :De,sign improvement (machine reao(ibili‘ty)
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Each group was directed to specific resources presented above (persona, user journeys,. legal
design examples) and with a specific timing to work together.

Groups + resources available ‘

Group 1 : user journey
feedback

L

Group 2 : design
contribution (human)

' Foir APT Commitmert for Trust (FACT)

} User joumey wmaps

Timing:
1. Discovery prototype/resources (10’)
2. Comment and answer questions
collectively (25')
3. Wrap up (15")
4. Presentation (5')

Fromework
Webpage: explanation of ToS

Group 3: design ;
contribution (machine) i /

\\\u e

Examples of the slides presented to the workshop participants.
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APPENDICES
Annexes

Interviews frame

Hello, we are conducting a study about the impact and challenges of API “human and machine
readable” Terms of Service (ToS) for a more open and transparent digital infrastructure. In that context,
we are looking for practitioners who have been facing APl consumption or API providing challenges
regarding APIToS.

Part 1: APIToS Overview

General questions (owners, users, regulators)

What has been your relationship to APl and API Terms of Service so far?
ToS Challenges

How would you define the challenge of API terms of service for you?

In your opinion, what is the Top10 APIToS ? Or what are the worst APIToS ?
What are the problems you encountered involving APl Terms of Service?
How did you overcome these challenges?

ToS Criteria

What are the main criteria that you look in the API terms of service?

Have you ever changed your decision about using an API because of APl Terms of Service?
According to you, what are the ones that are the most critical? Why?

Can you list them by order of importance?

In your opinion, how could these problems be resolved? Who must be involved to do what?
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Specific questions for:

Regulators

Are you in contact with the
main APl owners? Have you
already discussed about
APIToS? What are the main
trends concerning APIToS?

Do you think there

are specific API ToS
challenges that might
require a regulation (ie
regarding competition
law). Do you know some
interesting cases involving
regulators & APl ToS
providers?

Alternatively, do you think
that stakeholders can
successfully address such
a need (if yes, do you have
any example or idea to
share?)

Users

From your user’s
perspective, what APIToS
challenges are you facing
when using a different
API? From both a legal
and a technical point of
view (including when you
are exposing the results
of such API to your own
customers)?
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Owners

ToS writing

Who is responsible for drafting the
TOS in the company? How were they
drafted? What has been the evolution
in recent years? Are these elements
known by the whole company?

What repercussions in the different
departments of your company and
outside?

Are you updating them regularly,
continually, rarely? Do you have
specific processes for it?

Do you have a technical (full or semi)
implementation of those ToS and, if
so, who is in charge of them?

ToS Challenges

Can you describe the TOS, the
different parts presented? The
major elements? In your opinion,
what are the main issues in the
implementation of these TOS? How
do they impact/follow the company’s
economic developments?

Interaction with users and other
Stakeholders

How is the contact with users?

A dedicated service? Is there a
feedback of usage? Any critics? How
do you update your TOS? Do you
manage it with users?

How are your TOS inspired by other
TOS of stakeholders? Do you have
exchanges with them? Do you need to
(co) adapt/adjust?

Do you have restrictions related to
the international, European legal
framework? What are the main
concerns about legislative changes?
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Part 2: APIToS-CC Model (future)

We are building a system where stakeholders can easily know the important clauses of an APl Terms of
the service contract, in a user-friendly way, a little bit like a creative commons model for APIToS.

Creative Commons models and other inspiring projects for APIToS

What do you know about Creative Commons?

What do you like the most about the initiative?

According to what we said, how would you see it applied to API ToS?

Do you know of any inspiring projects on this topic?

Implementation

How to implement this kind of model? With you? Which features will be useful (Machine-readable,

automatization)?

Do you have specific needs to structure/organize APIToS CC model? What will be important criteria for
a model? What are the challenges, main impact, or opportunities?

Relation with data

How this model could be related to open data, linked open data? How it could enhance these

complementary movements?

Appropriation and use

What will it change with other stakeholders?

What are the limits? How to be sure it will be used?

Specific questions for:

Regulators

In your opinion, what is
important to include in the
project in order to help
stakeholders to regulate
themselves? What might be
your place as a regulator?

Do you think it might be
interesting to articulate such
a project with other regulatory
tools you're working on?

Users

In your opinion, how can

the project be successfully
adopted by users, do you see
any “nice to have” features

in order to facilitate and help
its adoption by users (legal
design)?
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Owners

What are your expectations
regarding such standardized
APIToS, what might be the
“need to be ” part of the
project in your opinion in order
to foster its adoption (brand
communication, technical
specification corresponding to
standardized APIToS, etc.)?
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Part 3: Exploration of ideas and Proposal feedback

Presentation of a draft framework and asking from. To 10 how they are important Presentation of a
draft framework and asking from. To 10 how they are important

* SLA performance

* Reusability/License of the data
* Catchability

*  API Copyright

*  Attribution of source/Branding
* Revocation policy

* Breaking changes policy

. Payment terms
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APPENDICES
Survey results

As of May 3rd, 2022
* 45 incomplete responses
« 26 complete responses

NB. Concerning the incomplete answers, the people who started answering the questionnaires
had very weak interactions with API or not at all. (response by curiosity of the questionnaire?).

Profile and interaction with API

Profile

The majority of respondents develop or use APIs. Several people (42%) are also involved in API
management (legal, performance, business).

o Comments on others profiles : API research or building APl Sandboxes for API
performance

o 50% of the profiles have been working with APIs for 5 to 10 years, 30% for less than 5 years.

Interaction with APIs

The majority of people have moderate to low reading with APIs (52%). Over 25% never read API
change notifications and only 23% read them moderately.

«  More than 60% rely only slightly to not at all on APIs to make decisions.

A few respondents (30%) seek advice (largely or moderately) from others for APIs, while 39% do
not seek any advice.

+  10% take part in writing APIs (actively), but most do not write APIs and do not rely on others to do
so at all (53%).

Interactions with API producers are mostly moderate (30%) or very weak (30%) or non-existent (8%)

NB : A few profiles 1 or 2 people stand out as subject specialists with an awareness of the
subject, a regular look at the APIS and their modifications.

Organizations jobs
The people who responded

o are mainly from private sector or freelance work in the main IT sectors 58% or from B2C or
B2B, regulated sectors,

o 18% come from public administration and few from the academic public.

The majority of the respondents work for companies with 1 to 49 employees or in very large
companies (more than 50% of the cases) with 500 to 1000+ employees.

The respondents come from France (26%). The other nationalities represented are South Africa,
Poland, UK, USA, Luxembourg, Belgium, Brazil, Germany
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API Ecosystem Personae
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FACT License

Your API Terms are Fair, Transparent and
Trustworthy. It's a FACT.

0 Intro
0.1 Abstract

The FACT (for FAIR APl Commitment to Trust) license is a customizable Contract that expands upon
traditional APl Terms of Service (ToS). Its purpose is to promote APl usage and allow API Users to develop
interoperable products, whether they be new APIs or other types of products.

Using a standardized set of contracts that are widely accepted as safe by the community, the Core API
Provider and API Users can reduce transaction costs. The license also aims to raise the users’ awareness
of key licensing issues that the parties need to address. Furthermore, it helps companies to define a clear,
unambiguous and legally-binding framework that encourages the development of products interoperable
with their technologies. This can lead to the creation of high-value products and services in a healthy,
trustworthy and safe digital infrastructure ecosystem.

The FACT Contract is drafted neutrally to cover all rights related to API usage including Intellectual Property
rights such as patents, copyrights and trade secrets, regardless of their validity. The standard terms of the
FACT license, along with all other specific binding documents, listed in the “API contractual commitments
summary”, make up the entire contract.

0.2 Legal notice & Disclaimer

As a result of our research, the FACT license is distributed under a Creative Commons Attribution
4.0 International Public Contract (CC BY 4.0) *. This original Contract is a pilot based on the INTILA
(Interoperability Information License Agreement), and will evolve in response to feedback and usage.

We are not a law firm and do not offer legal services or advice. The Distribution of this Contract does not
create a lawyer-client or any other kind of relationship. We provide this Contract and related information on an
“as-is” basis, without warranties regarding the Contract, any material licensed under its terms and conditions,
or any related information. We disclaim all liability for damages resulting from their use to the fullest extent
possible.

1 See : https://op.europa.eu/en/publication-detail/-/publication/5adbafd8-2498-4e57-9f11-f7d8026aa88b/language-en.
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1 Preamble
1.1 Origin of the project

FACT is a result of APIToS-CC research project funded by the Critical Digital Infrastructure Grant from the
Ford Foundation, Sloan Foundation, Mozilla, Omidyar, and Open Society Foundations2. The project aimed

to explore the best framework for API terms of Service. As a contract, that can be automatically read,
controlled and enforced between digital infrastructure and applications to improve the trustworthiness and
sustainability of digital infrastructures. This Contract is the original version that is both human-readable and
easy to automate. The goal is to allow each API provider to auto-generate a specific version of the Contract
complemented with its additional terms, and to make the entire set machine-readable.

1.2 Our goals

Web APIs play a vital role in the development of our digital society, placing increasing responsibilities on API
providers. They have the power and responsibility to ensure fair, valuable, and socially ethical use of their APIs,
which is essential for the sustainable and ethical growth of their ecosystem.

We aim to promote a fair offer and use of API ToS by developing and making available to all users a
common agreement that ensures sustainable trust with providers.

This Contract which we suggest calling FACT (acronym for “FAIR APl Commitment to Trust”) should allow
Core API Providers, in both the private and public sectors, as well as API Users (primarily businesses although
end users may directly benefit) to reduce mistrust and ambiguity by relying on a set of commonly accepted
contract terms which are considered safe by a large community.

It should also help companies define a clear, unambiguous and legally consolidated framework that
encourages the use of APIs and the development of products or services interoperable with such APIs.

1.3 Mutual commitment and full agreement

This Contract outlines and legally enforces the main commitments voluntarily agreed to by the Core API
Providers or by the API Users.

The contractual relationship between an API provider and an API user can be based on a multitude of
heterogeneous contractual documents, which undermines secure collaboration. Although this Contract does
not provide one single solution, but a set of good practices (standard terms with different options) and
greater transparency by requiring the Core API Provider to bring together all other enforceable documents
(such as private contracts, trademark over the name, or privacy rights / data protection rights over information
in the contents) into a single “API contractual commitments summary” (see Annex A).

The API Core Provider should use the FACT License with other agreements (such as the Open Data License
or any other license). In this case, the Core API Provider should describe in the Appendix (Annex A) the rights
govern what contents together in the individual record or in some other way that clarifies what rights apply.
This Contract, i.e. the FACT and the Annexes, constitutes the entire agreement on all matters concerning the
API User’s right to use the API and to exploit APl Users’ Product or APl Users’ Services. In case of contractual

2 APIToS-CC project: https://opencollective.com/di-grants/projects/apitos-cc
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conflicts, the FACT core commitments of the Contract should prevail on any other of these other contractual
documents listed in the “API contractual commitment summary” (see Annex A).

This Contract may be sufficient on its own as a minimum set of requirements in a situation where access

is open to all, without financial compensation. Used independent permits as described below: access to the
API by anyone, grants a free license for the API specification, allows for free reuse of the data only within the
context of using the API (by either the API Users or their end-users), does not impose limitation on outputs,
and requires minimum attributions.

2 Definition

Particular attention has been paid to using a wording that remains accessible and easy to understand, notably
for non-lawyers. Nonetheless, the document uses a specific legal vocabulary that must be referred to in this
type of document.

“Core API Provider” means the Provider of the API licensed under this Contract.

« “APl User” means any individual or legal entity exercising rights under this Contract, APl Users irrevocably
accept this Contract and all of its terms and conditions by exercising any rights granted by the Contract
such as the use of the API, the Development or Exploitation of API Users’ Products or Services.

«  “API Specification” means the documentation containing the technical description of the API provided by
the Core API Provider under this Contract.

*  “APl Users’ Product” means any data set, computer file, computer program, or any electronic hardware
device, or any combination of these, which implements the API Specification to communicate with the API,
or which creates, writes, reads or displays files in accordance with the API Specification and in a way that
would infringe on the licensed Intellectual Property if the API Users did not benefit from the license grant
provided in this Contract under Article 3.2.

«  “APl Users’ Services” means services offered by the API Users to third parties, including End Users, using
the API Users’ Products, but without Distributing the API Users’ Products. API Users’ Services include
providing remote access to third parties to the functionalities of the API Users’ Product over a network
without enabling such third parties to make or receive copies or units of the API Users’ Product).

« “End User” means a third-party customer (individual or entity) to which a copy of, or access to, an
API Users’ Product or a service based thereon is Distributed or otherwise provided for this third-party
customer’s own purposes and not for sublicense or further distribution to others unless expressly
authorised by the Contract.

* “Intellectual Property” means any and all intellectual property rights related to the use of the API, including
all the following and all rights in, arising out of, or associated therewith: (i) procedures, designs, inventions,
and discoveries; (i) works of authorship, copyrights, and other rights in works of authorship; and (iii) know-
how, show-how and trade secrets on a worldwide basis, including all Patents issued or issuable thereon,
but excluding all trademarks, trade names, or other forms of corporate or product identification. “Patents”
means all classes or types of patents (including, without limitation, originals, divisions, continuations,
continuations-in-part, extensions, re-examinations and reissues, as well as any patent-like intellectual
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property rights protecting inventions such as Utility Patents), and applications for these classes or types
of patent rights in all countries of the world that are owned or controlled by the Core API Provider during
the term of this Contract.

+ “Distribute or Distribution” means licensing, distributing, offering for sale, selling, leasing, providing online
access to, communicating, exporting, importing or otherwise making available the API Users’ Products in
any manner to a third party — referred to as the End Users - so that such third party is provided with the
API Users’ Product.

+ “Database” means a collection of content (information, images, audiovisual material, and sounds all in
the same database, for example) arranged in a systematic or methodical way and individually accessible
through the API thanks to the Contract. The use of the Database and the data itself might be governed by
specific licenses.

+  “Develop” means to design, develop, make or have made, and/or produce or have produced API Users’

Products in accordance with the API Specification.

3 Core API Provider's Commitments
3.1 Neutrality

The Core API Provider understands the importance of providing a neutral infrastructure and commits to being
entirely neutral in delivering its services. The Core API Provider will avoid any behaviour that could favour or

disadvantage some users (whether organisations or individuals) or fields based on non-objective criteria.

Although FACT encourages an Open API approach, there may be some objective restrictions that the Core API
Provider needs to impose:

« Developer access rights. Technical access conditions for developers (identification keys in particular),
when present, are detailed in Annexe A (link to user or developer ToS and dedicated documentation).

3.1.1 Restrictive rights (option)

+ Actors and fields access rights: If there are objective criteria that discriminate against certain users or

fields, such as research actors, the precise conditions are listed in Annexe A (actors and fields restriction).

3.1.2 ShareAlike license on API Access (option)

« APl Access - Share Alike: The API User is required to maintain the FACT Contract for any APl Users’
Products or API Users’ Services provided to their End Users, as described in Article 4.4.

The Core API Provider agrees not to impose, any, other restrictions on the access and use of its API.
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3.2 API Access and grant of rights

The API is available for free and accessible as long as the conditions mentioned in article 4 (API Users’
Commitments) are respected. These conditions include the development of third party internal or external
applications, the development, and publication of production products that consume the API internally or
externally, and the distribution and provision of access to the API to End Users. The following terms describe
under what conditions the APl is provided, how the API Users are expected to use the API as well as the API
Users' rights and obligations when using the API-content in their own products (API Users’ Product) or services
(API Users’ Services). The goal of this Contract is to grant the API User rights of use, that would otherwise
infringe upon the exclusive rights of the Core API Providers. It is not, and should not serve as a commercial
service agreement (such Agreement, is covered in Annexe A if applicable).

Subject to all this provisions and in terms of APl Users’ compliance, the Core API Provider grants to the API
Users an access and a license on the Core API Provider’s Intellectual Property (see duration in Article 10,
worldwide, non-exclusive, non-transferable and personal license) only for the following purposes:

(i) to Develop API Users’ Products (to “Develop” meaning - in this Article and elsewhere in this Contract
- to design, develop, make or have made, and/or produce or have produced API Users’ Products in
accordance with the API Specification);

+ (i) and to Exploit API Users’ Products in one or more of the way(s) defined as follows (hereunder
collectively referred to as the “Exploitation” of the API Users’ Products or to “Exploit” API Users’ Products):

a) to Internally Use API Users’ Products; (to “Internally Use” meaning - in this Article and elsewhere in
this Contract - to install, use and deploy the API Users’ Products and to make them available to the API
Users' personnel, for use internally by the API Users for the purpose of general business practices but
not to offer API Users’ Services or for Distribution purposes;

° b) and to Offer APl Users’ Services to End Users;

° c¢)and to Distribute API Users’ Products to End Users;

3.3 API Technical Specification Access

3.3.1 Continuous access (Source of truth for Interoperability)

If the Core API Provider uses an official API Specification document, the Core API providers commits to using
the API Specification as the sole source of truth for tracking interoperability changes on the API.

If not, the Core API Provider will provide the API Users with access to the complete Technical Specification via
its online site or other reasonable method determined by the Core API Provider from time to time as described
in Annex A. The Core API provider to using this source as the source of truth for development for the tracking
interoperability changes on the API.
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3.3.2 Modifications

If and when the Core API Provider makes corrections and modifications to the API, the Core API Provider will
provide an updated Technical Specification (new version of the Technical Specification), by posting it in the
Core API Provider online site or communicating through other means to notify API Users of the adoption of the
updated version.

The Core API Provider will notify API Users of any significant change to its API at least three months before

implementing them, allowing API Users to update their implementation gradually. Past versions of the API will
remain accessible for at least one year from the date of publication of the API Specification change.

3.3.3 Specification Contract
The Core API Provider waives and/or agrees not to prevent or assert any right or authority that would prohibit

from using the Specification to exercise the licensed Rights. Simply making and using Products or Services
authorized by this Section 3.3 will be permitted under this Agreement.

3.3.4 CC Zero License on specification (by default)

The Core API Provider applies a CC Zero License to the Specification (see https://creativecommons.org/
publicdomain/zero/1.0/legalcode for the full text of the license).

3.3.5 Specification Contract

The Core API Provider could apply a Creative Commons Attribution-ShareAlike 4.0 International License to
the API Specification (see https:/creativecommons.org/licenses/by-sa/4.0/legalcode for the full text of the
License).

3.4 Loyal change policy
3.4.2. Purpose

The Core API Provider retains the right to update and modify the API, API-content and this Contract in
accordance with its Change Policy. If such a policy exists, it outlines the types of changes that may occur,
how they are communicated to Users and the notice period given. This policy is included in the API contractual
commitment summary, as described in Annex A).

However, the Core API Provider is dedicated to ensuring that its Change Policy is fair, that any changes are
transparent and protect the interests of API Users. Therefore:

3.4.2. Technical modifications of the API
The Core API Provider commits to:

« Notify the API Users at least 3 months in advance (or more) of any change to the API or major version
updates to the technical interface;

£ API Terms of Service: FACT - Digital Infrastructure Grants - 2023

81


https://creativecommons.org/publicdomain/zero/1.0/legalcode
https://creativecommons.org/publicdomain/zero/1.0/legalcode

+  Publish all minor versions (adding a number) for all non-breaking changes to the APl interface;

«  Announce the API Deprecation period at least 3 months in advance (or more) and maintain it for at least 12
months before sunsetting.

In exceptional cases, the Core API Provider may modify the API to solve security or continuous access issues.
In these situations, it will make sure to maintain optimal API compatibility and inform API Users as soon as
possible.

3.4.2. Contractual modifications

The Core API Provider commits to documenting all updates to the API ToS and providing direct communication
to API Users for any major change at least 3 months in advance.

The Core API provider also commits to justifying and providing notice period of at least 3 months before
revoking of APl access, except in cases where the current use is deemed unlawful where an exceptional

and justified explanation will be given, and evocation may be immediate. The Core API Provider will provide a
FAIR period of 3 months to the APl consumer to prove that its use was not against API ToS, End User License
Agreement, or platform policy and regain API access.

The Core API Provider will also respect a minimum 3 months notice period before making any change to the
documents listed on the “API contractual commitments summary” (Annex A) (this includes Service Level
Agreement, pricing, Restriction on Data Reuse applications, etc.).

All modifications to this Contract must be properly documented by releasing a new version of these terms. The
Core API Provider will keep a record of all API changes in an API Changelog, which will be published, versioned
and maintain a history. In case it is not possible to maintain an APl Changelog, the Core API Provider will
assign a version number to each new version, set out at the end of the document, and ensure that previous
versions remain publicly available.

By continuing to use the API after a change has been executed, API Users confirm their acceptance of the
updated terms. However, if APl Users do not accept a change, they must discontinue their connection to the APl in
accordance with the section "Term and Termination” section below, and will no longer be entitled to use the API.

3.5 Ethical Data policy

3.5.1 Data Policy

3.5.1.1 GPDR Policy

The General Data Protection Regulation (GDPR) sets out detailed requirements for companies and
organisations on collecting, storing and managing personal data. It applies to both European organisations that

process personal data of individuals in the EU, and organisations outside the EU that target people living in the
EU. The Core API Provider ensures it is compliant with the GDPR regulation.

Unless specifically stated, the Core API Provider does not collect or manage any personal data in the sense of
the GDPR. However, i any personal data is accessible via its API, the Core API provider guarantees that the data
is compliant with Data protection requirements such as Purpose, Legal basis, Data Category, Data retention,
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recipients, and data Localization. In such case, the Core API Provider will add a link to its GDPR policy on the
API contractual commitment summary (Annex A).

3.5.1.2 Data license

To the fullest extent permitted by applicable law, but not in violation of it the Core API Provider hereby overtly,
fully, permanently, irrevocably and unconditionally waives, abandons, and surrenders all of its Copyright and
Related Rights, as well as associated claims and causes of action, whether presently known or unknown
(including current and future claims and causes of action), in the data provided through its APl in all territories
worldwide for the maximum duration allowed by applicable law or treaty (including future time extensions), in
any current or future medium and for any number of copies, and for any purpose whatsoever, including without
limitation commercial, advertising or promotional purposes. The Core API Provider makes this waiver for the
benefit of each User API and their Final Users, with the full intention that such waiver shall not be subject to
revocation, rescission, cancellation, termination, or any other legal or equitable action to disrupt the peaceful
enjoyment of the data.

3.5.1.2.1 Open Data license (option)

The Core API Provider should combine the Contract together with another license for the Databases and their
contents. In case of multiple sets of different rights, the Core API Provider must specify which rights apply to
which contents on the API contractual commitment summary (Annex A).

3.5.1.2.1 Commercial data (option)

The reuse of the Database and its contents is subject to compliance with a dedicated commercial license,
which is reproduced in Annex A. Therefore, APl Users must comply with this commercial license before any
Distribution of the database or its contents, whether directly or through the Exploitation of APl Users’ Products.

3.6 Loyal Output Policy

The Core API Provider does not make any claims regarding API Users’ Products (subject to the conditions of
use of the database as specified above) as long as the API User complies with the commitments set out in
Article 4 of the contract.

The User API must refrain from engaging in any behaviour that is directly competitive with the Core API
Provider, as mentioned in Article 4.4.

4 APl Users’ Commitments

4.1 Strict implementation & implementation of the last Technical Specification
The API user agrees to always use the latest version of the APl whenever possible, and to update their API
implementation as much as possible to align with the latest version, as long as it is adding capabilities and

not breaking the API, and the Core API provider has given sufficient notice. The API User also agrees to stay
informed and attentive to communication from the Core API Provider, and acknowledges an interface contract
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may changeover time. If the API Specifications are updated in accordance with Article 3, the API Users will
make a reasonable effort to modify their API Users’ Products to comply with the updated Specifications
within six (6) months of the update. If a specification is open and public, such as in an Open APl document for
instance, the APl User agrees to use that Specification as the primary source of truth for their development.

4.2 FAIR use

The API User agrees to take responsibility for ensuring that their API Users’ Products:

«  Comply with the API Specification and only connect to the API as instructed by Core API Provide;
* Meet the highest standards of quality and integrity for similar products;

+ Do not violate any laws;

Are developed and exploited in compliance with safety laws, regulations, and applicable agency approvals
or prior authorization.

API Users agrees to not use any technical means to gain unauthorized access to, disturb or deactivate the API
provided by the Core API Provider. This includes, but is not limited to, refraining from viruses, worms, Trojan
horses or other forms of malware in the API or on the website where the API is provided.

Furthermore, the API User agrees to indemnify, defend and hold Core API Provider harmless from any and all
claims, damages, losses, liabilities, costs, and expenses (including reasonable attorneys and counsellors’ fees)
arising from the development and exploitation of APl Users’ Products. This indemnification clause maybe
restricted by adding that it is directly linked to a faulty implementation of the Interoperability Information stated
in the technical Specification.

4.3 API Attribution — References to the Core API Provider
4.3.1 Attribution requirements

When using the API content in products or services developed by the API User is obligated to provide:

+ Appropriate Attribution to the Core API Provider by prominently and conveniently displaying a notice that
clearly indicates that the API User’s product or service is based or contains data from the API. The API
User’s right to use the Core API Provider’s trade name and Trademark is limited to source references in
accordance with this clause, unless otherwise specified in a specific Trademark Policy provided by the Core
API Provider (see Annex A: API contractual commitments summary). The API User is not entitled to use the
Core API Provider's trade name or trademarks in any other way.

+ A clear statement that the work does not come with any warranties, except to the extent that warranties
are specifically provided by the Core API Provider as mentioned in Annex A, and provide instructions on
how to view a copy of this Contract. If the interface presents a list of user commands or options, such as a
menu, a prominent item in the list shall meet this criterion.
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4.3.2 No attribution (option)

The Contract does not grant permission to use the trade names, trademarks, service marks, or names of the
Core API Provider, except as required for reasonable and customary use in describing the origin of the API.
The API User can't use them to endorse or promote User Products or User Services based on the API without
express prior permission of the Core API Provider.

4.3.3 Trademark enforcement (option)

The API User must comply with any additional extra attribution requirements beyond the standard attribution
described above, such requirements shall be specified in Annex A. Any reference to the Core API Provider shall
comply with the Reference and Trademark Use Policy as outlined in Annex A. Any reference to the use of the
API shall also comply with the Reference and Trademark Use Policy as set forth in Annex A.

4.4 Non-direct competition [Loyal Output Policy +]

The API User may use the data obtained from the API only in combination with their own products or services.
The presentation of the data obtained from the API must depend wholly on the API User’s offer to one or
multiple third parties.The API User may not use the data obtained from the API to create a product or service
that directly competes with the Core API Provider's products or services. The API User may not sell the services
provided to them by the Core API Provider, neither as such nor through redistribution or reselling.

4.5 Share alike [API Access +]

To ensure compliance with this Contract, the API User must apply the FACT license (this version or later) to their
own API product or API service. The annexes must be tailored to their own contractual environment.

In this case, the API User must include the text of, or the URI or hyperlink to, the FACT license on their website
and all API User’s Products made. The API User may satisfy this condition in any reasonable way based on

the medium, means, and context of his own Exploitation. The User API cannot offer or impose any additional
conditions or different terms on their API User’s Products or API User’s Services that restrict exercise of the
rights granted under the terms of this license.

5 Liability and Warranties
5.1 Limitation on Liability

Except in cases of wilful misconduct, gross negligence or damages directly caused to natural persons, neither
party shall be liable for any direct or indirect, special, incidental or consequential, material or moral, damages
of any kind, arising out of this Contract, or the use of the Interoperability Information, Technical Specification,
Development, and Exploitation of API Users’ Product by the APl Users or any third party, either under a theory
of contract, tort (including negligence), product liability or otherwise. This includes, without limitation, damages
for loss of goodwill, work stoppage, computer failure or malfunction, loss of data or any commercial damage,
even if the Core API Provider has been advised of the possibility of such damage.
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The API Use acknowledges that any Services provided to End Users using the API are solely the responsibility
of the APl User The Core API Provider shall be held accountable, directly or indirectly, for any User Services
based on the API. The API User agrees to assume all responsibilities in relation to End Users, and shall not hold
the Core API Provider liable for any potential liabilities arising out of such services.

If the API User Exploits the API, the API User recognizes and agrees to indemnify the Core API Provider against
any losses, damages, or costs arising from claims, lawsuits, and other legal actions brought by a third party.

5.2 Jurisdiction

In the event of any dispute arising out of or related to this User Agreement that cannot be resolved through
mutual agreement, the parties agree to submit to the exclusive jurisdiction of the courts located in [insert
jurisdiction].

5.3 Applicable Law

This Contract and any dispute or claim arising out of or in connection with (including non-contractual disputes
or claims) shall be governed by and construed in accordance with the laws of [complete with jurisdiction],
except for conflict of law provisions.

5.4 Disclaimer of warranty

The Core API Provider provides the Interoperability Information on an “as-is” basis without any warranties
(express or implied), including but not limited to the implied warranties of merchantability, fitness for a
particular purpose, absence of defects or errors, accuracy.

However, the Core API Provider does warrant that the Intellectual Property is owned by or licensed to the Core
API Provider and that the Core API Provider has the power and authority to grant the Contract.

The API User, its employees, agents, or distributors do not have the right to make any representation, warranty,
or promise with respect to the Interoperability Information. This disclaimer of warranty is an essential part of
the Contract and a condition of the license grant.

This Contract does not entitle the API Users to any support for the Interoperability Information, unless the
API Users makes separate arrangements with the Core API Provider and pays all fees associated with such
support.

5.5 Term & Termination of the Contract

The license grant term is a period of one year, starting as of the Effective Date. At the end of the term, the
Contract shall be tacitly renewed for a period of the same length, unless notice of the termination is given by
one of the parties at least 6 months before the date of such termination. In case of acquisition, the core API
providers engage to guarantee continuity of the FACT to the acquiring company, by contractual engagement.

The license grant will terminate automatically upon any API User’s breach of this Contract or, in accordance
with our Change Policy as mentioned in Annex A, permanently or temporarily discontinue the API or the API
Users’ Products in part or in its entirety.
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5.6 Validity

All rights and restrictions may be exercised and be applicable only to the extent that they not violate the
applicable law or limited to the extent necessary to render this Contract legal, valid and enforceable.

If and to the extent that any obligations, or limitation of the rights in accordance with this Contract, are not valid
because of User API rights as a consumer, they shall not be applicable. Accordingly, nothing in this Contract is
intended to exclude or limit the User API rights as a consumer.

If any provision of the Contract is invalid or unenforceable under the applicable law, this will not affect the
validity or enforceability of the Contract as a whole. Such provision will be construed and/or reformed so as
necessary to make it valid and enforceable.

This Contract is personal to the APl User and is not assignable in whole or in part by the API User without the
prior written consent of the Core API Provider.

6 Annex

6.1 Annexe A: API contractual commitments summary

The Core API Provider list is required to provide a comprehensive list of all the contractual commitments that
may be imposed on an API User in this specific context, as described within the Contract. In addition, other
links may be included to ensure the API User have access to complete information (such as scripta manent,
TOSDR, etc.). The API User s obligated to review and comply with all of these documents.

Title URL Short description

6.2 Annexe B: How to Apply These Terms to Your product?

If you are using FACT for your API product, it is mandatory to include a link to this version of FACT on your
website, typically as a link called yourapidomain.com/legal/fact.

For any other use, you should include a FACT-License.md file that references the entire Contract along with
your product.

Additionally, you should provide information on how to contact you via email or any other means.
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: FACT WIZARD

Get your API license now



http://apitos.org

